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7. ConclusionGalileo Open Service has multiple weaknesses:

Å Signals cannot be authenticated: any adversary could generate a false signal to

mislead localisation;

Å Any hacker could potentially manipulate the software or firmware executing the

localisation algorithms on an ordinary GNSS receiver.

which prevents deployment of LBS requiring high-level of trust:

Secure parcel delivery, tracking of journalist, Secure container

tracking, goods and hazardous transportation, é

1. Contexté

Over the last 10 years, GNSS became a widely used technology.

Enabled development of Location-Based Service (LBS)

Permits location-based access control.
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Å Determine which threats could occur with Galileo; 

Å Make a review of existing projects, papers in relation to location 

proofs mechanisms;

Å Use identified location proofs mechanisms to design an 

architecture scheme enabling to get location assurance;

1. é and objectives
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1 Galileo signals
Shielding: insert noise into Galileo signals to prevent right 

localisation.

Jamming: prevent reception of Galileo signals.

Meaconing: interception and delaying of Galileo signals to confuse 
receiver during localisation.

Spoofing: coherent modification of Galileo signals in order that 
receivers compute a defined location. 

2. Threats on Galileo
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