
ISMS Audit Workshop 

ISO 27001 is the recognised standard to manage informa-
tion security in an organisation. This workshop trains both 
internal and external auditors to review and check correct 
implementation of an ISMS. The course teaches require-
ments on certification process (ISO 27006) and means to 
audit internally (inspired by potentially upcoming standing 
like ISO 27007 Guidelines for ISMS auditing and ISO 
27008 Guidelines for auditors on information security con-
trols). It starts by explaining basics on audit (ISO 19011, 
ISO 17021, audit techniques and audit principles) and in-
cludes practical trainings and exercises. 

  

During the last afternoon, we propose a written knowledge 
test allowing to check if the participant acquired the  

competences to perform ISMS audits. 

Training  

Center 
Tailoring information security  

to business requirements 

General information

Location itrust consulting, Foetz, Luxembourg

Date,

duration

3 days:

-13-15 September 2011

-22-24 November 2011

Trainer(s)

Carlo Harpes, PhD, has more than 5 years experience as Senior Security Consultant.

He was previously Manager and Trainer at Telindus PSF (previously CF6). For 8 years,

Carlo Harpes was Deputy Director and Head of Information Security Department at

Cetrel S.C.

Carlo Harpes is ISO 20000 certified auditor, ISO 27001 auditor for SNCH and PKI
technical auditor for ILNAS. He is an expert in Information Security involved in education,

R&D and standardisation (University of Luxembourg, ISO, CLUSSIL, CNPD, FP7, Celtic,

ESA etc...).

Language English

Attendee

profile

-Internal and external auditor that have to audit an ISO 27001 ISMS

-ISMS implementator preparing for an external audit

-Security officer in charge of monitoring and controling security



itrust training center 
C

re
d
its

: F
re

e
D

ig
ita

lP
h

o
to

s
.n

e
t  

Itrust training center  

Trainers with significant theoretical and practical experience.  

Often co-author of standards or lecturer at University 

Lunch included to foster contacts among participants 

Training material on CD and paper 

Use cases or exercises included 

Availability of the trainer for questions after the session 

Certificate of participation provided 

Flexibility: Possibility to add trainings with modified content and 

date if requested by 3 participants; 

More information on itrust’s website:  www.itrust.lu/index.php/Training.html. 

Learning outcomes: 

After a successful completion of this course, the participant should be able to: 

List typical tasks and processes of an information security manager 

Understand auditor requirements like impartiality, competence, responsibility, 
openness, confidentiality and responsiveness to complaints 

Explain the standard approach to audit an ISMS (ISO 27006) by heart 

Debate compliance with security controls (ISO 27001 Annexe A) 

Recognise ways to collect evidence for compliance or non compliance on any 
security control 

Use technical documents and ISO standards to plan and perform an audit 

Assess criticality on non compliances and propose improvements 

General information

Location

Ecostart 2 building

Rue du commerce

L-3895 Foetz

Registration and 

additional information

To register, please fill the form at www.itrust.lu in the « Training » section

or call itrust: +352 26 176 212   

e-mail: training@itrust.lu

Lunch Included: Lunch at a pizzeria, coffee, drinks and snack.

Payment information
Payments must be made before the training by bank transfer. An electronic invoice with the 

details will be sent to the participants after registration.

Training schedule Registration and coffee: 8.30am - Training: 9am-12pm / lunch break / 1.30pm-5pm

Terms and conditions

•Cancellation policy: a 50% cancellation fee will apply if the cancellation occurs at

•least 5 days before the training.

•Itrust consulting reserves the right to cancel the training, in this case, payments will be

•totally refunded.

Price per participant 450€ / day (excl. tax) Total: 1 390€ incl. 3% tax

Group training rates (per 

company)

2nd participant:

3rd participant: 

More:

-20%

-40%

-60%


