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Software checker 



3rd CockpitCI Workshop  5/19 

Update/vulnerability checker overview 

• Retrieve regularly 

information on software 

deployed on platform: for 

example as soon as a 

components is connected to the 

network 

• Verify regularly the 

vulnerability state of these 

software 

• Check the last update 

version of software 

• Provide in option a central 

database of trusted link for 

update version. 

• Provide a vulnerability 

assessment to system owner 

if necessary. 

• Provide a central point of 

vulnerability management  
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Demonstration : Scope of the demo 
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Demonstration: explanation of the software checker functioning 

Launch the client on 

the platform to test 
[it could be automatised] 

The platform is connected 

securely to the software 

checker server [it could be 

deployed in the CI or  use internet 

to connect to third trusted party 

providing the service] 

The tested platform send the 

information on installed software. 

The server check and send the 

state of vulnerability and the 

availability of update  



3rd CockpitCI Workshop  8/19 

Results of the vulnerability assessment 

Identified software vulnerability 

with vulnerability rating 

Updated version of 

the software 

The software is 

not known in 

version database  

The software is not updated but 

the present version is not 

vulnerable 

Some vulnerability have 

been discovered but the 

version of the software is 

correct 

Current version of 

the software 
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Deployment Design: Software checker as a service 

• Clients are deployed on local 

devices. 

• Operation of the server is 

managed by itrust. 

 

• No connection with Security 

Management Platform  

External Software checker server 
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Deployment Design: Software checker as an appliance 

• Clients are deployed on local devices. 

• The server is deployed and maintained by itrust and operated by 

the owner (NB: the owner is in charge of server security) 

• Possibility to communicate vulnerability information with SMP, 

LocalMain Correlator and OSVM engine. 

Local Software checker server 
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Major outcomes and future works 

• As the vulnerability database is multiple open sources, it allows avoiding 

manufacturers latency on security vulnerability of their own products  and 

warning CI owner on the level of software vulnerability. 

• If a unknown software is discovered and referenced on the database, it 

could be send to malware analysis service to deep analysis.  

• Develop client for Linux OS, OS X, embedded OS. 

• Develop a non-client supported version to test system as SCADA  systems 

without being  invasive.  
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AVCaesar: a global antivirus solution 
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Overview 

• Capture exec packets 

• Analyse and recreate the exec file 

• Send to a multi-antivirus platform to 

analyse  criticality 

• Send to expert team if needed 

• Send to SMP or other analysis tools 
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Scope of the demonstration of AVCaesar 
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Deployment Design: AVCaesar as a service 

• Customer registered on the CERT 

Malware.lu and choose an option of 

service to use AVCaesar service: 

1. Limited files checked by month 

or year 

2. Unlimited files option. 

• Operation of the server is managed 

by itrust. 

• The tap management used software 

option. 

• The connection with Security 

Management Platform will be enable 

but limited due to the bandwidth.  

AVCaesar as a service of CERT Malware.lu operated by itrust 
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Deployment Design: AVCaesar as an appliance 

• Server is located in the customer premises (need of 10 antivirus licenses) 

• The server is deployed and maintained by itrust and operated by the 

owner (NB: the owner is in charge of server security) 

Local AVCaesar server 

• The owner can choose 

hardware tap option to 

increase the solution (the 

deployment and adaptation of 

these devices belongs to 

end-users). 

• Possibility to communicate 

threat information with SMP, 

LocalMain Correlator and 

OSVM engine. 

• The files can also be send to 

Malware.lu for deep analysis.  
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Major outcomes and future works 

• This antivirus enables in real-time 10 antivirus simultaneously 

• The antivirus could be deployed as a web-service (reachable as request) or 

a dedicated components of the CIs network to treat sample of traffic 

• The antivirus engine is connected either on-line or off-line with updated 

database of malware (open database malware.lu). 

• The web-service is part of CSIRT service which allows sharing cyber-alert 

and receiving cyber detection notification. 

• The system is deployed as service at 30th October and is intended to be 

proposed to our industrial partners to test it (IEC, Transelectrica and Lyse) 

• The system will be tested by governmental and European organisation in 

the next months.  

 

• Enable the information sharing to the SMP  

• Deploy the system on the Hybrid-test bed 

 

 



Any question ? Any question ? 



Thank you for your attention Thank you for your attention 


