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CockpitCl Functional Diagram
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Integrated Risk Predictor
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FROM HOLISTIC ASSESSMENT TO COMBINED IMPACT EVALUATION
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CISIA: an agent based simulator

Input Service Input QoS
Failure
Operative Level
Input Resources
Output
Inoperability Resources
R Propagation >
7 Dynamic
/
{
\V4|
Input Failure
Failure Output
Dyramic Failure
R

Reductionistic decomposition
for cascading effects
evaluation

Cockpit Ci

£ Infrastructure A
1

Infrastructure B %
]




SCADA ALARMS - OPERATIVE LEVELS & FAILURES
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CYBER ALERTS - OPERATIVE LEVELS & FAILURES
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0S ssessment ecurity actors

Detection event : Abnormal event

Detection point: node 1

QASF

Specification : Server Windows XP
IP 192.168.2.2

Description: Installed Malware

Likelihood: Low

Detection event : Security event / @

QoS Impact

Service delivered by: node 1

State: Likelihood of Service
Availability

Up 70%
Degraded | 25%
5%

Detection point: Link 1
o QASF
Specification : Optic Fiber m m
— Y., 4
Description: Disruption of Information s © 0l

Likelihood: [ NG
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QoS Impact

Service delivered by: link 1

State: Likelihood of Service
Availability

Up 20%
Degraded | 50%
30%




For each type of

Detection Analysis Level

Abnormal event

Security event

Security Incident

Likelihood of Impact on
QoS of the node % % %
o 8 ) s ) S
& 2l 5 & el 5 & 2
Installed malware [low 25%| 5%)| 100%)| 40% | 40%| 20%| 100%| 5% 50%| 45%| 100%
Medium 55%| 10%| 100%| 20%| 50%| 30%| 100%| 0% 30%}70%1.100%
0% 1506 85%| 100%)

.
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Node/Component/Link Abnormal event | Security event | Security Incident
Likelihood of Impact on

QoS of the node E E E
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Risk Prediction Tool Architecture
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CYBER-PHYSICAL AWARENESS
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CISIA IMPLEMENTATION INSIDE RISK PREDICTOR

MHR modelling
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THE MIXED HOLISTIC-REDUCTIONISTIC MODELLING PERSPECTIVE
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Physical / Logical / Geographic / Cyber

Interdependency Model
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Interconnected telecommunication and SCADA network
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CISIA TLC Entities
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CISIA SCADA Entities
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Medium Voltage electric grid
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CISIA ELE Entities
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All the entities (202)
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4 are the steps
executed by CISIA

2184 are the total
elements saved in the
DB (Ols and Faults)

4 are the crisp values
for each record in the
DB

425 KB is the
dimension of the output
file for CISIA

5 are the input file for
CISIA

326 KB is the overall
amount of the input file
for CISIA




Thank you for your attention



CockpitCl Operators: a possible dialogue (1)

Power Station
Xis
responding
very slowly

Can you provide
an alternative
link to reach the
Power Station?

SCADA operator

Cockpit Ci

It looks as if the link
to the Power Station
IS under cyber
attack, the link could
go down completely
iIn a few minutes

No, unless you want
to run the risk of cyber
attack extending to
the entire sector

ICT Operator




CockpitCl Operators: a possible dialogue (2)

Ok, we will prepare
a reconfiguration for
feeding the electric
network from
Primary Cabin Y

Ok, the opening /
closing sequence
Is ready. We can
apply itin 30
seconds

SCADA operator
Cockpit CI

There is a cyber
attack directed to
the Primary Cabin

X

Ok, but do not
include RTU Z that
will be probably
unavailable due to
the attack

ICT Operator




CockpitCl Operators: a possible dialogue (3)

RTU X is not _
responding There is an abnormal

traffic on that link. It

could be under cyber
attack or someone
could be injecting

We were about to packets from there

call maintenance:
we will ask police
to go with them

Ok, we are also
alerting the National
CERT for other
possible intrusions

And we alert
customers for a
possible blackout
In that area

-'ySCADA operator ICT Operator
Cockpit CI




Countermeasures
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» Operators countermeasures:
- Firewall reconfiguration for network isolation
- Augmented security for electric network
- ELE network reconfiguration (unusual)
« Automatic countermeasures:
- RTU alerting
« Suggested countermeasures:

- - possible network reconfiguration for risk
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COUNTERMEASURES
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