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Introduction g .
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TRICK Service 2 consulting

//\\o
TRICK®Service

Tool for Risk management of an ISMS based on a Central Knowledge base
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Core principles
Risk management following ISO/IEC 27005;

Quantitative assessment of likelihood and impact of different risk
scenarios;

“Risk Reduction Factor” (RRF) determination which enables to quantify
the influence of security measures on the losses caused by threats to
assets;

Cost-effectiveness of security controls; TRICK Service considers the
Return On Security Investment (ROSI) and derives a prioritised action
plan.
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Introduction i .
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Requirement:
University and Ministry shall not make link between results and student.

Solution:
Involve a third party (itrust consulting) offering a pseudonymisation service.
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test score by login

. logins
il |

'f‘ 1trust

UNIVERSITE DU . .
LUXEMBOURG link «login — pseudonyms»

generates logins
(validity: 1 year)

: consulting

generates pseudo-
nym for each student
(validity: infinite)

only pseudonym
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Real-time risk assessment i .
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Risk computation Dynamically £ consulting

/@\

Risk(asset) = z Impact - Probability - RiskReduction
L

scenario

Damage caused to asset in scenario <

Probability that scenario occurs <——

Reduction of risk caused by implementation of
security measures (factor between 0 and 1)
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Real-time risk assessment
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Log processing utilit o — .
gp J y TRICKﬁerVICG
y ‘7J =3
Log server
gserver | | o S @
Intrusion detection Vulnerability Vulnerability
system scanner assessment tool

iy Y s " Communication
: WorkStation
device Server hardware
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Real-time risk assessment
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Log processing utility 5 consulting
a\ Probability
ddos Pr[ddos]
_ —> malware Pr[malware]
- a diskfailure  Pr[diskfailure]
log entries ddos
] 0.71

Pr[event] increases with each log entry
(the higher the severity, the higher the increase)

Pr[event] decreases with time
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Real-time risk assessment
PoC - Intrusion detection system

IDS Log processing utility TRICK API TRICK DATABASE
o Classify:
Alert | category, severity
v
Create notification: .| .
cal , severity, t amp »| Store into database
Y
For each category,
compute weighted - Retrieve all notifications
likelihood that such an |~ from last month
incident occurs
¥
For each category, Store dynamic
create related dynamic - parameters, named
parameter with the computed - '

likelihood as its value

after the related category
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Real-time risk assessment
TRICK Service: dynamic likelihood
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+ A G O se & Unselect 3

Value ALE
[ # Name Type (kE) (kE)
] 1 EpStan application 1Y 65 342
] 2  EpStandata Info 40 47,6
] 3  EpStansenice Busi 10 13,9
[ 4 EpStan server HW 2 24
Total 17 98.1

- Definition of all EpStan-related assets

- Automatic real-time estimation of Annual Loss Expectancy (ALE)
ALE = impact - likelihood
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Real-time risk assessment
TRICK Service: dynamic likelihood

Scenario

A_all - Complete loss, including backup

C3 - Accidental disclosure

A_1-Parial loss or tempaorary

|3 - Accidental manipulation

21 - Partial theft coming from external

Imp. (k€) Pro. (fy)

iG ids_malware*0.05+
ids_disk_failure_db

Ti p3

i4 ids_ddos*0.1

i5 pd

iG ids_login_bruteforce_db*0.1

- Support for expressions in ‘likelihood’ field
iInvolving variables resulting from log processing utility

- ALE is updated in real-time
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15,2

1.5

51
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2 k€
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Real-time risk assessment
TRICK Service: dynamic risk reduction

Ref
125
1251

12.6
12.6.1

IR = Implementation Rate

Domain Statuilwlﬂ (%)

Cantrol of operational soffjware

Installation of AP ids_patch_mgmt
software on

operational

systems

Technical vulnerability m3

Managementof AP
technical
vulnerabilities

nagement

50

50

considerations

70

12.6.2 Restricionson AP
software
installation
127  Information systems audi
1271 Information AP
mumtarme AnAid
21/09/2015
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- Implementation rate with
support for expressions

- Real-time wupdate of
iImplementation rate

14 /17



Real-time risk assessment i .
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TRICK Service: Cockpit £ consulting

120

- Real-time  graph
displaying ALE per
asset type

- Logarithmic  time

scale to put focus

} \ on recent past

N, \— - Click on asset type

opens up detailed
view (see next

14w 10d 1d 2h 15m 1m slide)
Time in the past

=
o
o

@
o

D
o

N
o

N
o

Annual Loss Expectancy [k€ly]

= |nformation (EpStan data) Software (EpStan Application)

—Service (EpStan Service) Hardware (EpStan Server)
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Real-time risk assessment ~
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TRICK Service: ALE evolution of «Information» assets & consulting
100 : 1. Portscan (IDS)
s 2. Disk failure (S.M.A.R.T.)
> ) o 3. Login bruteforce (IDS)
§ 60 4. Disk replacement (S.M.A.R.T.) A al
8‘ 50 .°- C3
|_|>j ' \ —_—A 1
g : : .
5 a0 | \ % —c1
(‘_35 20 _-':'.:' k \ & i iiuuu.eeseecececcscecsscestscesessesesscsessssesesses  Se0ee Total
S0 — \
0 A&EJLL ——

14w 10d 1d 2h 15m im
& é $ $ Time in the past
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Conclusion and outlook i .
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- Real added value: Having view on current risk situation & its impacts;
Use logs of several information security tools;
- Apply real-time risk assessment to Industrial Control System environment;

Define generic expressions for dynamic likelihood and risk reduction
computation;

- Add asset dependency functionality.
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