Job vacancy

';' 1trust

:: consulting
itrust consulting s.a r.l. N. réf:
Tailoring information security to business requirements ANN_HO010_SENIOR_INCIDENT_HANDLER_V1.1.DOC
18, Steekaul Niederanven, 02/02/2016

L-6831 Berbourg
Telephone: 26 176 212

info@itrust.lu

Senior Computer Security Incident
Handler (m/f)

Context:

Innovative company in the area of information technology, itrust consulting implements its
missions related to consulting, audit, technical expertise, research and training thanks to a team
of 15 young security consultants and IT engineers. itrust consulting is looking for a enthusiastic
specialist in Computer Security Incident Handling in order to strengthen its team of consultants,
working in direct contact with the clients.

Required technical skills:

e Application level security: web applications, databases, secure development;

¢ Operating Systems security, experience working with multiple operating systems;

e Anti-virus technologies;

e Network security: practical level understanding of common TCP/IP-based services and
protocols including DNS, DHCP, HTTP, FTP, SSH, SMTP, Firewall theory, proxies/reverse
proxies, IDPS, full packet capture analysis, etc.

e Vulnerability assessment and handling;

o Knowledge of development and scripting languages such as Python, C, Perl or Ruby, regular
expressions, Linux shell, Windows Powershell.

e Deep hands-on experience in

o Malware reverse engineering and handling malicious code incidents, with IDA or
similar open source solutions;

o Systems (file and memory) and network forensics analysis, with tools such as FTK,
EnCase Enterprise;

Required diplomas or certifications:

e EU citizenship is obligatory;

e Master university degree or equivalent qualifications in the IT or IT security field;
Minimum 7 years’ experience after graduating, as an IT security incident responder, or
malware/forensics analyst;

e Security certifications such as CISSP, SANS GIAC Certified Incident Handler (GCIH), GIAC
Certified Forensic Analyst (GCFA), or the EnCase Certified Examiner (EnCE) are a clear
advantage;

e Good communication and drafting skills in English or French (desired level C1).

Contact:

Thank you for sending your most recently obtained diploma, your CV and a motivational letter,
specifically addressed to Marieta Dimitrova.
Tél: +352 26 176 212

E-mail : info@itrust.lu
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