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Initial idea (2007):  

• TRICK = “Tool for Risk management of an ISMS based on a Central Knowledge base” 

• Fast, but quantitative risk evaluation 

• Models security measures with risk reduction properties  

• Integrate many standards 

• Maintain parameters of many assessments in one central knowledge base 

• Excel prototype 

Support by BUGYO Beyond (CELTIC) (2008-2011) 

• Asset-based version   

• Use of tailored risk scenarios,  

• Excel tables to be filled in, Excel Macros to compute ROSI 

• Generation of risk treatment plans and statement of applicability for ISO 27001 

certification 

• Press release: «itrust a pu développer une méthodologie et un outil d’analyse de risques 

déjà en utilisation auprès de 6 organismes. Cet outil s’adresse à toute entreprise gérant 

des données personnelles ou sensibles et voulant formellement, mais rapidement chiffrer 

les risques et trouver les mesures de sécurisation appropriées». 

 

1. History and experience on R&D 
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Support by diamonds (ITEA2)  (40k€) 

• Maturity model (under publication)   

• Migration to TRICK Service (Web based) 

 

Support by CockpitCI (~40k€) 

• Setup SCRUM methodology 

for development 

• Add sector-specific controls,  

IEC 62433, 27019 

• Idea of Cockpit and  

real-time. 
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Support by TREsPASS (~100k€) (co-founded by FP7) 

• New user interface 

• Updates for CSSF 

• Application of TS and Attack tree to the pseudonymisation service for EPSTAN 

• Add multilingual or multi-context control information (easy imported via Excel) 

 

 

Support by SmartGrid Luxembourg Cockpit (cofunded by eco.etat.lu ) 

• Towards real-time risk management applied to the LU smart-meter infrastructure 

 

 

1. History and experience on R&D 

  

19/04/2016 ADACOR Workshop, C. Harpes: TRICK Service - A risk management tool 5  /  34 



1. History and experience on R&D 

SECaaS emerging from R&D 
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TRICK Service is a driver for SECaas (SECurity as a Service):  

• In support for ISO 27001 (ISMS) implementation in different 

sectors (CTIE, Energy, Cloud services, SME, … 

• We needed several R&D projects and founding to came to an 

acceptable functionality level 

Leassons Learned : 
• Increased demande for formal Risk Assessments and Risk Management 

• Not enough customer ask for security, i.e., insufficient deployment of security certification 

• Need for effective security management 

• Need for more communication and knowledge on cybersecurity 

• Need for online risk monitoring 

• Need for better tools, which are fully exploited... 

 

 



2. Current status of ISO 27005 

Methodology of RISK Service 
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• Follows the guidance of ISO 27005 

 

• Is ISO 27001:2013 compliant 

 

• Can be easily integrated in your 

Information Security Management 

System (ISMS) 

 

• Prepares reporting to regulator 

(CSSF, CNPD) 



• Need for future 27005  

because of ISO 31000? 

• Give up focus on assets 

• Inconsistent illustation of 

qualitative assessments 

• Risk = uncertainty on objective; 

i.e., can be an opportunity. 

 

2. Current status of ISO 27005 

Complicated ongoing discussion at SC27 
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• Current revision was cancelled last week in its 5th step, ie. 2 years lost. 

• Current ISO 27005 will surview some more time. 

• Ongoing need for Information Security guidance w.respect to the general 

31000. 

• New study period on the future of 27005. 

• New study period on the creation of an IS Risk Handling Library as 

Standing Document (inventory of current and suggested IS risk related 

statements in different standards). 

• LU/TREsPASS is co-rapporteur on the last study period. 

 

2. Current status of ISO 27005 

Current status 
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2. Current status of ISO 27005 

Useful to have common definitions 

 

 

Threat 

-> Risk source? 

Vulnerability 

 

Impact 

-> Consequences? 

Risk  =  Threat  Vulnerability  Impact 

(€/year) = probability/year   conditional probability   € 
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3. The tool TRICK Service 

Tool for Risk management of an ISMS based on a Central Knowledge base 
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TRICK Service 

Overview 
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TRICK Service is a risk assessment & treatment tool by itrust consulting used to: 

1. Document the organisational context & assets according to ISO 

27005; 

2. Audit 27002 compliance and assess resources needed for missing 

security; 

3. Qualitatively assess threats, vulnerabilities, risks, through 

structured brainstorming; 

4. Guide through quantified assessment of risk scenarios; 

5. Model dependencies between assets, risk scenarios, and security; 

6. Quantitatively assess impact and likelihood of risk scenarios 

applied to selected assets; 

7. Prepare risk treatment plan, sorted by implementation phases and 

ROSI; 

8. Prepare Statement of applicability for ISO 27001 certification; 

9. Prepare risk analysis report compliant to CSSF circular 12/544 

10. Assess security maturity. 

× 



TRICK Service 

Step 1. Context establishment 
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Define the scope and your organisation 



TRICK Service 

Define the scale and the standard of best practices 
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Impact scale (CSSF compatible) Probability scale (CSSF compatible) 

Various parameters 



TRICK Service 

Context establishment 
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Context establishment: Identify and estimate assets 

Asset types: 
• Service; 

• Information; 

• Software; 

• Hardware; 

• Network; 

• Staff; 

• Not material value; 

• Business (CSSF); 

• Financial (CSSF); 

• Compliance (CSSF). 



TRICK Service 

Step 2: Qualitative risk analysis 
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Qualitatively assess threats, vulnerabilities, and risks,  

through structured brainstorming 



TRICK Service 

Risk identification for quantitative risk analysis 
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Definition of risk scenarios 



TRICK Service 

Step 3: Security assessment 
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Identify, estimate effectiveness and required cost 

of standardised and custom controls 



TRICK Service 

Step 4: Assess your risks in term of impact, likelihood… 
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Estimation 

of an asset 



TRICK Service 

Step 4: Assess your risks in term of impact, likelihood… 
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Estimation of 

a scenario 



TRICK Service 

Step 5: Finetune “Risk Reduction Factor” if needed 
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TRICK Service: a tool based on the profitability of security measures (ROSI) 

Risk Reduction Factor (RRF)   =   relative reduction of a given risk by implementing a 

given security measures. 
TRICK Service contains an estimate of RRF for each security measure, each risk, each asset type, 

which can be fine-tuned if needed. 

Those estimates are based on properties of scenario, measures, and assets: 



TRICK Service 

Step 6: Risk Treatment: Create Action Plan, change plans, ... 
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-Assign implementation phase, check budget constraints and acceptance 
criteria, review… 

-Risk treatment plan, sorted by implementation phase and ROSI 



TRICK Service 

Step 7: Risk assessment and treatment report 
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Indicators and management view on risks 

ALE by asset 



TRICK Service 

Step 7: Risk assessment and treatment report 
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Indicators and management view on risks 

ALE by scenario 



TRICK Service 

Step 7: Risk assessment and treatment report 
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Management view of implementation phases 



TRICK Service 

Step 7: Risk assessment and treatment report 
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27002 Compliance evolution with risk treatment plan 



TRICK Service 

Step 7: Risk assessment and treatment report 
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CSSF compliant risk register 



Get all results in a structured report 

Management summary 

1 Introduction 
 Context, Document objectives, Scope, Audience, Document 

structure, References, Acronyms, Glossary 

2 Methodology 

2.1 Phases of risk management 
 Risk context 

 Risk identification 

 Risks estimation 

 Risks treatment 

 Risk acceptance 

3 Risk context 

3.1 General considerations 

3.2 Basic criteria 
 Risk assessment criterion 

 Impact criterion 

 Risk acceptance criterion 

3.3 The target 
 General considerations 

 Organisation chart 

 Table of assets 

3.4 Organisation of risk management 

4 Risk assessment 

4.1 General aspect of the security 

4.2 Threats mapping 
 Approach 

 Details 

 Conclusion 

4.3 Specific Risks 
 Approach 

 Details 

 Conclusion 

4.4 Risk estimation 
 Introduction 

 Table of estimated risks for each asset 

 Summary of the current level of risk 

5 Implementation level of ISO 27002 

6 Risk treatment plan 
6.1 Introduction 

6.2 Specific recommendations 

6.3 General ISO 27002 related recommendations 

7 Risk evaluation and conclusions 

Annexes:  
Statement of applicability 

State of implementation of ISO 27002 security measures 

TRICK Service 

Step 7: Risk assessment and treatment report 
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TRICK Service 

Contineous improvement  
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Update and fine-tune yearly your Risk Assessment  

Improve by detailed modelling of 

critical parts, e.g. with CORAS, 

Attack-Defence-trees or other ISO 

31010 techniques: 

Continously improve  

with TRICK Service: 

Requirements and 
expectations

Security is handled

Plan
ISMS establishment

Act
Regular update of the 

ISMS

Check
Implementation and 

operation of the ISMS

Do
ISMS monitoring and 

review



4. Ongoing TREsPASS contribution towards TRICK Cockpit 

There is a need for 

• Fine-tuning with attack-defence trees 

• Better assessment of socio-technical risks. 

 -> which leads to TREsPASS. 

• Asset dependency model 

• Real time update of  TRICK service parameter 

• Visualisation for real time system -> TRICK Cockpit 

• Integration of IDS, Incident Handling, Vulnerability management to update 

the correspondign parameter of the risk model (either the linear TRICK 

Service model, or the fine-tuned ATTACK-DEFENCE-TREE.  
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Asset Dependencies 

Why Asset Dependencies? 

Traditional risk analysis Hard Drive Crucial Data 

low (HDD is cheap) business ending impact 

With dependencies: Hard Drive Crucial Data 

cheap business ending impact 

«HDD crash» scenario: HDD needs to be replaced 

→ low overall impact 

«HDD crash» scenario: HDD needs to be replaced and data is lost 

→ high overall impact 

Dependency-aware risk analysis highly encourages disk health monitoring, whereas traditional does not. 
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Asset Dependencies 

How to describe dependencies? 

• Express dependencies between assets 

as cause/consequence of incidents 

 

• (Sample) Dependency graph: 
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IF there is a network intrusion, 

THEN there is a 10% chance of a Man-In-The-Middle attack 



Conclusion 
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Leassons Learned by cofunded R&D project: 

 
• For itrust consulting, R&D is THE enabler of growth. 

• Knowledge of several research projets contributed to tool, in particular 

TRICK service. 

• Users do not pay the full price for the required security;  

co-funded R&D is mandatory to create the required knowledge to protect 

against cybersecurity 

• Missing concerns by operators of  

critical societal or economic activities.  

 

 



Thank you for your attention! 


