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loT (Internet of Things) — The road ahead

Genesis

. Warehouser

Asfirton, K. {20000 Internet things - MIT, embedded
technology and the next internet revolution, Baliic
Conventions, The Commonwealth Conference and
Events Centre, London
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loT (Internet of Things) — The road ahead

Definition

A dynamic global network
infrastructure

have identities, physical
attributes, and virtual
personalities

with self configuring e e e R
capabilities use intelligent interfaces,

based on standard and
interoperable
communication protocols

and are seamlessly
integrated

where physical and virtual into the information
“things” network.

Source: O. Vermesan, P. Friess, P. Guillemin, §. Gusmervoli, eval. (2001 )" Internet of Things Strategic Research Agenda”, Chapter 2 in Internet of Things - Global Technological
and Societal Trends, River Publishers, ISBN 978-87-92320-67-7




loT (Internet of Things) — The road ahead

1‘_"‘
Smart Planet

Green Environment
* Ervironmental senionr
* Water, power leak detection
* Pollution, weather monitoring

LT
=

S—
Smart Buildings
Buildings, Smart Homes
* Thermostats, HVAC, lighting
* Presence sensors, lockers, actuators
* Meters, smart-plugs, HEC

Smart Industry
imidurfragl fssironmepety

* Lightning, security, actuators

* Production control

* Robotics

A new trend

Smart Cities

o Uiy T ClVTTIUAA S

= Lighting, water management
* Monitoring & security
* Traffic control

* PFeople monitonng
= {io sensors, probaes
* Remote health

P

Smart Energy

Ehechk Grkd
* Voltage and power sensors
* Meters and breakers
* Fault detection

&

Smart Tronsport

* Electric Mobility, EVs and HEVS

* High Speed Trains
* Infrastructure, V2I, V2V, V214

Smaort Living
Entertaining, leisure

* Independence through technology

* information when you need it
* Connected when you need it

Sowrce: Vermesan, O, and Friess, P 2003) Internet of things : converging technologies for smart environments and integrated ecosystems, River Publishers,




loT (Internet of Things) — The road ahead
Forecasting the Future of the loT in the EU (according to IDC-DG Connect)

$7.1T

Global
Revenue
Forecast $1.9T

I'he rest
Communications

Featail & Wholasale
Reveé

gaseline

€ 600,000
scenario) Local & Central
Government
€ 400,000
Finance
€ 200,000
. . . I B Manufacturing
.. m
2013 2014 2015 2016 2017 2018 20189 2020

Source: Definition of a R&I strategy leveraging The combination of IoT & Cloud for DG CONNECT



loT (Internet of Things) — The road ahead

Vertical Ecosystems Dominate

Smart Planet

* Environmental sensors
* Pollution, leak detection
= Weather monitoring

Smart Cities

= Traffic management
= Security

= Lighting control

= Water management
= Smart bins

Smart Buildings
= Smart homes

* Lighting & AJ/C control
* Presence sensor

= Smart security

= Litility metening

i Lin
F e =
-ll

The Internet
v, of Things o =

Smart Living
* Leisure and entertainment

= J.I.T. information
= Anytime connection

Smart Industry

Smart Transport = Optimized production Smart Health
» Electric mobility = Lighting. security = Bio sensors
= Smart logistics " Actuators = Remote diagnostics
» Infrastructure = Robotics = Health monitering
* High-speed trains
i Gfm mﬂfer apps Smart Energy
= Smart grid
* Fault detection/monitoring
 Yoltage/power sensors

* Consumption meters
* Virtual power plant

Source: Definition of a R&I strategy leveraging The combination of IeT & Cloud for DG CONNECT



loT (Internet of Things) — The road ahead

Vertical Ecosystems Dominate

‘#“amazon
" webservices

Googl
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4—p Today’s [0T : Data collected into vertical silos (pushed to vertical servers)




loT (Internet of Things) — The road ahead

Vertical Ecosystems Dominate

‘" amazon
" webservices™

Googl
%['Itﬁdge

Plattorm

LT CECE Bl

HIRETY =

—

4—p Today’s [0T : Data collected into vertical silos (pushed to vertical servers)
4= = = op [deal [0T : Communication allowed between vertically-oriented closed systems




loT (Internet of Things) — The road ahead

Security & Privacy at the heart of any loT solution adoption

e Cloud & Services ®

.-_"\-\'.-l' .'KI ] i IIrIII --’ - ll !
i.i / WELLCENTY ;, LN \ : i, "n\
= v = w3 A rf'_'l,_ e kgl ("_ I.:- -
rriesth G ’ /'< I .
Byt { B
0y ' "-...-"l P, Y
AT o A . I T
|} -'!d.l-l f '-«._____.--
r". f.ll~ Adrrnated
/ ¥ o

- Major ICT players hand over customer data and are not willing to let the customers have a full end-to-end
control, resulting in user frustration;

® The non-maturity of the loT makes it challenging to develop a clear approach to foster innovation, trust and
ownership of data, while at the same time respecting security and privacy in complex environments.
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EU’s Vision & Ambition

Past & Ongoing Initiatives

® http://www.aioti.eu

BUILDING AN loT

/’f\'
OPEN INMOVATION
o m ECOSYSTEM FOR
COMMNECTED
e ®
e

SMART OBJECTS

00

Corealion

Project Naine Intt*gr:-llntim] . Interoperable :"'tlﬂ-f:'!lf{mf"ﬂ-‘i
' aof devices platforms APIx reasconing
AGILE .i'uhlptiw' pateways for diverse multiple environments v x v X
BIC [T Hi'id]ging the Interoperability Ga;:- of the Internet of T]lith‘ X s W o
bloTope - Building an loT oPen innovation ecosystem for connected smart objects X v v v
INTER-TaT ~ Interoperability of heterogenous IoT platforms v 4 4 X
symbloTe — Symbiosis of smart objects across IoT environments v 4 X X
TogltSmart — Smart Tags driven service platform for enabling ecosystems of connected objects v v X X
VICINITY — Open virtual neighbﬂ-urlmml network to connect intelligent hui]r_iingjs & smart objects X v v X




EU’s Vision & Ambition

Past & Ongoing Initiatives

http://www.aioti.eu

BUILDING AN loT

/_\'
CPEN INMOVATION
0 ECOSYSTEM FOR
A * CONMECTED
» =]

SMART OBJECTS

WGO 1 IoT European Research Cluster (IERC)  WGOS: Smart Living Environments for Ageing Well WGOY: Smart Mobility
WGOZ: Innovation Ecosystems W06 Smart Framing & Food Security WG TO: Smart Environment

WEO3E: ToT Standardisation WGOT: Wearables WG Smart Manufacturing

WGO4: Policy Issues WGOSE: Smart Cities
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Scope & Objectives

The Internet of Things (1oT) brings opportunities to cre-
ate new services and products, reducing costs for societies,
and changing how services are sold and consumed. A crit-
ical obstacle to further [0T innovation is the “vertical si-

los™ that shape today’s IoT landscape. These silos impede
the creation of cross-industry, cross-platform and cross-
organisatiional services due to therr lack of interoperability
and ppenness,

——————
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boifur T s vy - il of
rapdanlpnl e A1Ys)

Ty 0T [Desondinsad joho vesipl vkin I

bloTope lays the foundation for creating open innoyvation
eeosystems by providing a platform that enables compa-
mies to easiby create new ToT systems and (o rapidly harmess
available information using advanced Systems-of-Systems
(505) capabilities for Connected Sman Objects — with min-
imal investmen.




loT (Internet of Things) — The road ahead

Standardization initiatives

OASIS 4
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O-MI & O-DF Messaging Standards

A High-level Introduction of the standard specifications

r @mm Business loT Security
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O-MI & O-DF Messaging Standards

A High-level Introduction of the standard specifications

THE INTERNET
OF THINGS:
AN OVERVIEW

and Lhallenges af a Maore

Four common loT communication models:
* Device-to-Device (D2D)
* Device-to-Gateway (D2G)
* Device-to-Cloud (D2C)
« Backend Data Sharing Model (S2S + Analytics)

Connected World

RFC7452




O-MI & O-DF Messaging Standards

A High-level Introduction of the standard specifications

Silo 1 Silo 2 Silo 3

Analviics

Back-End Data-Sharing Muodel T — =~ 1=

2
E
[~/
=
[
o
s E
i L2

fa

Fhps &

II." 4 - \
A

D2D : Device-to-Device D2G : Device-to-Gateway D2D : Device-to-Clima™ 829 3 Server-to-Server

(*) There is no "implementation” of the
O-M| standards for resource-constrained
devices at this date

(**) Initially designed for Systems in
lifecycle management applications




O-MI & O-DF Messaging Standards

A High-level Introduction of the standard specifications

3 PRISMTECH

Messaging Technologies for
the Industrial Internet and
the Internet of Things

Whitepaper | o
“Table 2 - Summary of Key Comparison Criteria

A Comparison Between has been complemented with O-MI standard.

DDS5, AMQP, MQTT, JMS, REST, CoAP and

AMPP

Version 1.9 - May 2015

Andrew Foster, Product Manager, PrismTech




O-MI & O-DF Messaging Standards

A High-level Introduction of the standard specifications

DDs MaTT AMOQP IM5 REST/HTTP CoAP XMPP O-Mi
Abstraction PulSub ‘ PukSub P27 or Pub/Sub Pun/Sub ReguestReply ReguestiReply F2P or Pub'Sub F2F or Pub'Sub
Implamontation Global Data Space Brokered Brokered Broxered Client’Seres FaE ERokErad COMPP ClientSener
style . Sarver)
I I Confemable oo
oS 22 ) 3 ) :'m;f'ég By Sstispas rensconfrmable Haong Prowvided by transpor e.g. TCP
-0 | messages
Interoperability | Yes Partial Yes Mo Yes | Yes Yes Yes
fi0s of 10005 of meeseges | Typlca@y 9005 fo 9000+ | Typlcaly 100s to 1000+ | Typlcasy 100a to 1000+ ; 3 -
| Performance par pecond. Masskve fan- Messages per second | Messages per second Messages per second Typically 100s of = T\’F'“.'Il'ta 1m5;1nnd Egﬂ:ﬁ:i I E:ﬁmg:"m (reference)
ot performance per broker | per broker | per broker FEEpIEn P duic | Ll S0Ra o P
U by default but other :
Mot specified but TGP by default but other transpods
Tranaporta g::ﬁ:;ﬂh o PG iz iz typecally TGP b | Wby TeF such as UDP can be used
E Ex . Eueues HWodes wiich ane -ﬂ_tl]"ﬂp;acnf-mmiﬂm
. Subscription Fanitions, Topcs with Toples with hierarchecal | end bindings in v 8.1 Topica and Quaues with MiA Provides sappaodt for anabnnoaes 10 a Topae Aot CallbBokEvent-hasat
| Control mesaage filterng matching | standard, undefined in mesaage filkenng Multicast addreasing defined In draft spac
| iatest v1.0 standard XEP- 0060 e e iy
| ; - Withowt Callbacksinterval-based
Data Senalization | COR Undefinsd g:?mwmm or Undefnsd Mo ! Confsguraibés AML Yiee (e.g. when using O-0F
! C8G's RTRS and DEE Proposed DASIS | s an architectural siyle | Proposed IETF CoAP AMPP Standards
Standards e s MOTT standard M | DASIS AMOP JCP IMS standard S A R ot s The Cpen Group
Encoding Binary Banary Bénary Banary Pizen Text Binary | Piain Text Pigén Text
| Licenaing Madal Crpen Source & Open Source & | Open Source & Cpen Source & HTTF available for free | Open Source & Open Source & Source
| g Commercialy Licensed Commercially Licensed | Commercially Licenged | Commercialy Licensed | on most platforms Commercially Licensed | Comimercially Licensed Hpen
D!rnamin e Mo Mo No No | e =] e
Discovery
Mobile devices r | Dependent an JBNA |
' [Android, iOS) e Yeg Yas | capabilibes of the OF fes Wia HTTF pincoy e \ia HTTP prosy
::I.WFA" Y Weg | Impdesmentation specdfic | Impéementation specedic | Yes | Yes Mo Y
ices .
| Multi-phase |
T g N Mo Yes e Ni Mo Mo i
“endor specfic but . Sample Usemamea! endor specfic but
typecally based on S8Lor | Passwor d | BABL authentication, typécally baged on SEL | Typlcaly based on S5L
Security TLS with proprietary Awthenbcaton, S50 for | TLS for data encryplion | of TLS. Commonly or TLS | LA T pnd BABL oM LS
acoess condrol data encrypdion waed with JAAE API

** data serialization scheme ensures that both parties understand the message payload.




O-MI & O-DF Messaging Standards

A High-level Introduction of the standard specifications

Possible operations

v

|. O-MI Write

|
|
I
|
|
!
!
|
I
|
-

__-——-—-—_'_.

"Ef:l

Y

2. O-MI Read

‘

Immediate retrieval

|
|
|
|
!
|
Jr

Read{ o)

>

Subscription mech.

-

Callback address

Rct.pun'-':{ di—1 )

v

No callback address

Read{ID,t={ 1. 5})

l'a:':EL‘IF‘iETi P

r]'f_ 5)

v

3. O-MI Cancel




O-MI & O-DF Messaging Standards

A High-level Introduction of the standard specifications

Generic enough for representing any object and information
that is needed for information exchange in the lo

s Generic hierarchy

I
| |
| I I
Object  Object  Object fe

| | |
Infoltem Infoltem  Object e

| | | |
| MetaData  Value Value e

Objects

LI I |

Infoltem Infoltem




O-MI & O-DF Messaging Standards

A High-level Introduction of the standard specifications
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........ 4 | uvasaffases @
g Cognitive Maintenance
i iy b Services
5, UM Bry A
{-z‘:} GF node X
S iid
Wi (% Ci-B 1 - 801 moade X

nacke X

-1

node X Clomparny X s head

affice (meintenance
department)

I <omi:omiEnvelope version="1.0" ttl="-1"> }L E s Hierarchy instanciation
I i B L ="" | ye L s com- / .
< 0omi I‘_l.:ﬂd interval callback LLy W m (1 | d | O-DF Objects
<0Ohbjects> | T
< Dbject= B
: ; ranchCom .4
<1d>BranchCompanyXolfi1d> | - IE pany
<0Object= I | “““““ T ey
<id>Maintenance</id> 2 ; i ST
<Infoltem npame="InDetauli” /> | Maintenance l i A
</ Object> | jmmm———— il ekt i
</Ohject> I ! , : -
E nol_ol_armly MNiowse _loeve
<l Objects> | | lnDEf.l;u]l End_of I 1l level
-mmlﬁ@}--‘__----------_--— I - I |__'I'__| .___I___.
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O-MI & O-DF Messaging Standards

A High-level Introduction of the standard specifications

g B,
....... 4 | rssotffoeses @
{ P Cognitive Maintenance
i i L Services
= O-MI ery A
.[-z‘} Y arde Xa
o iid V
Wi ‘.@E% Ci-B 1 O A0 moede X
nacke X

DT

node X Clomparny X s head

affice (meintenance
department)

1 <omi:omiEnvelope ttl="1.0" wersion="1.01">
& iﬂlﬂiffﬂﬁpﬂﬂﬁﬂ}

3 <omi:result>

4 <omi:return returnCode="2(H"">

5 </ omiireturnz>

f <omi:requestlD>=1</omi:requestlD>>

7 </fomi:result>

& </ omiresponse>

9 </omi:omiEnvelope>
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A High-level Introduction of the standard specifications
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O-MI & O-DF Messaging Standards

A High-level Introduction of the standard specifications
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3 <omi:resuli> : -

- - Y, 1 5% - 1 .!. X § n -

4 <omi:return returnL-:rd_f-.— O = omiireturn - Hiararchy initaneiation

3 <omi:requestiD=1</omiirequestID> ————— .

7 <Objects=> I | R

§ <Ohbject> | | ;
9 <id>BranchCompanyXc</fid> | BranchCompany X

1 < Object> | e e s
i <idsMaintenance/ id> | | | :
12 <Infoltem name="InDelaull™> : | Maintenance Robor A

13 <valuel> Robot & of id=A327 with | Y LT ______

14 the error. code=27AB </ value> | , . :

15 </Infoltem> InDefault End._of_arm_load Nojse leve
16 </ Object> I B

7 </ Ohject> | . : :
-H- -—-—-——ﬂ—%‘i——————————————————————-—-— — ' IZRHI'IHFF A E‘# fd=... 1 i meteretenicl
19 </omi:msg> b ik

0 </omi:result> o L R TR (R SR R P T
2 </omi:response> [ b
|22 </omi:omiEnvelopes =
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1 <omi:omiEnvelope version="|.0" ttl="000">
. <omi:read interval="10" callback="http: //www_.cms.com/
3 Ydditonallnformuation >
4 <omi;msg>
T .
it
7 <id=RBranchCompanyXo</id>
& <0Object>
u <jid>Robota/id>
111 <0Object=
III <jd=A3Z7</id>
tl: <Infoltem name="End—of—arm_load" >
13 Infoltem name="Robol_motion.rattling " />
14 <Infoltem name="Battery._Level />
15 <Infoltem name=" Motor_speed ™ />
1 <Infoltem name="Noise_Level" >
17 </ Object>
£ </ Objeci>
|-I'~l </ Objecl>

)i -ETuEt:msg
22 </fomi:read>
23 </omiiomiEnvelope>
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i X
Robot A
id =a327
e
4

7 Company X's head
A offtce fmeinienance
" departient)

O-MI1/0-DF notification
responses
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O-MI & O-DF Messaging Standards
O-MI/O-DF based scenarios/proofs-of-concept
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O-MI & O-DF Messaging Standards

First Standard Reference Implementation

m -

o ° " Dbl Nexde

nitps:  iotenerni 3d o5 it L omi node i

Requaest and responss

& Request: © fese & m

= O-DF Structurs 1 ¢

§ Obmcis

O-MI Request -
. . Hua
.I-'.’:rm tarme T |
[ Subscrgbion
Eﬂ Pall
:'E'-' Canvenl
_.i'" Wiie

Required paramolers 1 cro
B

(3 interval:

W roguestiD:
L Response:

2 Dptional paramalers

| Pttge I i 3a.cn. i _Ffomiinod &y wencle finoes. Mmid

Reference Implementation (web-based Ul): hitps://otaniemi3d.cs hut.fi/fomi/node/html/webclient/index. html
http://biotope.sntiotlab.lu:8080/html/webclient/index.html

Reference Implementation (source code): hitps://github.com/AaltoAsia/O-M|
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O-MI/O-DF based scenarios/proofs-of-concept
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First Standard Reference Implementation
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Open Calls to engage local companies...
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Conclusion

» Creating Standards & getting them into widely use is not that easy.

e The success of the loT strongly depends on (i) Vertical Silos (ii) User acceptance
(i) Information-as-an-Asset.

e |oT Messaging Standards must be combined with Semantic Web Technologies
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