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Data Security and Social Engineering

§ Successful anti-malware technology cause criminals to attack IT 
systems indirectly

§ Planting malicious code on websites

§ “Spearfishing”, “whaling”: sending phishing e-mails

§ Tricking people into revealing passwords

“No matter how secure a system is, there's 
always a way to break through. Often, the human 
elements of the system are the easiest to 
manipulate and deceive.”

C. Hadnagy (2011, p.vx)

“The attack vector is a combination of psychological and technical ploys”
S. Abraham & I. Chengular-Smith (2010, p.184)

§ Tricking people into revealing passwords
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Social Engineering

§ Social engineering attacks often address
people’s basic motivations or processes

§ Curiosity, empathy, excitement, superstition:
subject lines in emails, celebrities, games,…

§ Greed:
supposedly easy way to gifts, rewards,…

§ ...

“(…) social engineering is the art or better yet, science, of 
skillfully maneuvering human beings to take action in 

some aspect of their lives.”
C. Hadnagy (2011, p. 10)
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Social Engineering: Psychological Persuasion

§ Persuasion:
messages using powerful social mechanisms aimed at 
changing/revealing opinions, attitudes, or behavior in others

§ Reciprocation: “Tit-for-tat”
§ Giving something away à inherent expectation that when others treat 

you well you respond in kind

§ Basic norm of human culture; all members of the society are trained
from childhood to abide by the rule or suffer serious social 
disapproval
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Social Engineering: Reciprocity

§ Rule of reciprocation used by social engineers:
Give something before asking for a return favor!

This rule…
…is extremely powerful à may overwhelm the influence of other 

factors that normally determine (rational) behavior

…applies even to uninvited first favors

…can spur unequal exchanges à to get rid of the uncomfortable 
feeling of indebtedness, people often agree to a request for a 
substantially larger favor than originally received

…is moderated by time: the shorter the delay between the benefit and 
the opportunity to reciprocate the more successful the benefit
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“Social Engineering by Chocolate”
— The “Easter Eggs” Field Study
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Social Engineering by Chocolate
(cont’d; Happ, Melzer, & Steffgen, 2016)

§ Which conditions make people communicate (i.e. reveal) 
private information, e.g. their current computer password?
à follow-up study to similar survey from 2008

§ Social engineering effect moderated by time delay?
à Participants were rewarded with chocolate
pralines in Easter wrapping either…

…at the end of the survey (control condition, n=426),

…at the beginning of the survey (n=407), or
…before asked to tell their password (n=373)
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§ Seven student interviewers presented a 2-minute-
questionnaire (15 items) to 1.208 participants in Luxembourgish, 
German, or French in Lux-City, Esch-sur-Alzette, Diekirch

…numbers and types of passwords in use?

…knowledge of other passwords (e.g., colleagues)?

…willingness to communicate password to colleagues, IT department, 
stranger/interviewer?

...what is your current password?

...did you tell the truth? (control question)

...what‘s your name, phone number, date of birth?

...do you recall past sensitization campaign(s) in LUX?

Social Engineering by Chocolate
(cont’d; Happ et al., 2016)
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§ Results: Password use
§ 94.1% (n=1,146)

use passwords at work

§ 55.1% use the pass-
word for ≥2 domains

Most participants never or hardly 
ever change the password

Social Engineering by Chocolate
(cont’d; Happ et al., 2016)
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§ Password ó Stranger
§ 22.0% no password, no hint

§ 78.0% some information

Most participants revealed 
at least some information 

about their password

Social Engineering by Chocolate
(cont’d; Happ et al., 2016)

§ Age
(12-74 years, M=31, SD=13)

§ Younger people
revealed passwords
more readily
à especially likely to
fall victim to social
engineering
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§ Sensitive data revealed to interviewer
§ 83.1% date of birth
§ 88.4% name
§ 49.6% phone number

Social Engineering by Chocolate
(cont’d; Happ et al., 2016)

§ Telling the truth
§ 18.4% “lied about password”
§ 11.6% “lied about hints”

§ Sensitization campaign
§ 27.1% heard of a campaign
§ 17.3% recalled ≥ 1 name of a campaign
§ 22.0% recalled ≥ 1 name or event of a campaign
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§ “Chocolate effect”
(only n=724 participants who confirmed having responded truthfully; in %)

Social Engineering by Chocolate
(cont’d; Happ et al., 2016)

At the beginning
(n=258)

Before password
(n=211)

End of survey
(n=255)

Passwords 43.5 29.8
39.9 47.9

Hints 47.7 40.3 53.3
Total 87.6 88.2 83.1

Effect of the social 
norm of reciprocity

Effect of time delay

43.5
47.9
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§ “Gender effect” only with regard to immediacy!
(men were 1.23 times more likely to fall for the incentive when the chocolate was given 
right before asking for their password)

Social Engineering by Chocolate
(cont’d; Happ et al., 2016)

personal passwords. The analysis of the survey data revealed
remarkable results of personal carelessness regarding password
security. When asked about their behavior related to ICT, 38.6% of
interviewed participants revealed their password to the inter-
viewer, who was a perfect stranger, within two minutes. In addi-
tion, another 47.4% gave at least some helpful hints to their
password. This means that almost nine out of ten people revealed
some personal information to a person they were totally unfamiliar
with. Moreover, it appears that social engineering based on the
misuse of the social norm of reciprocity was successful in the
present study. In contrast to the control conditionwhere no reward
was offered (29.8%), giving a piece of chocolate affected partici-
pants' behavior, such that it substantially increased their willing-
ness to reveal personal data. Furthermore, when the reward was
handed immediately before asking for passwords (47.8%), the social
pressure to reciprocate was even stronger than when the incentive
was given at the beginning of the interview (39.9%). Similar results
were observed for participants who did not reveal their password
but readily gave one or more hints to it.

Although both men and women reacted similarly, men seem far
more likely to fall for social engineering. In addition to gender, age
appears to play an important role. Younger people revealed their
password more readily, thus being more in danger with regard to
social engineering. This might be also partly due to the age of the
student interviewers to which younger people probably could
relate more easily.

Even without the specific effects of social engineering, the re-
sults are alarming. In general, passwords appear to be long lasting,
with 44.5% of the participants never changing their password at all.
Especially in the context of colleagues, password security is a
sensitive issue. More than 30% of participants indicated that they
know their colleagues' passwords and more than 20% reported
having communicated their password to colleagues. Thus, fre-
quency of changing passwords, knowing their colleagues' pass-
word, and sharing personal passwords with colleagues are
significant predictors of individual willingness to reveal personal
information. In terms of looking at ICT security from a risk-and-
resilience approach, it has to be concluded that a strong interest
in ICT security issues (i.e., frequency of password change) is a

resilient factor, while a socially warm and comfortable atmosphere
with colleagues is a risk factor.

What conclusions may be drawn from these findings? Even
though further research is necessary to fully explore the cognitive
mechanisms related to when and how people deal with security
issues in ICT, our findings clearly indicate that many participants
are easily willing to communicate their password to a person that
they have never met before. In addition, the present study strongly
supports previous findings in the literature indicating that partic-
ipants' compliance or willingness to reveal personal information
may be increased after offering a small but attractive reward (e.g.,
Whatley et al., 1999). Apparently, this reward is especially effective
when provided shortly before asking the critical question to name
the password, thereby illustrating the immediate power of the
social reciprocity norm in social interactions (Cialdini, 2001;
Gouldner, 1960).

A potential limitation of the study is the fact that participants
were not asked if they felt obliged to return a favor, wherefore the
true reason for the behavior could not be determined with certi-
tude. Nonetheless, it is worth noting that, like previous research
already indicated (Whatley et al., 1999), the present findings
emerged despite the fact that participants were offered only a very
small and non-monetary incentive (i.e., a package of chocolate).
Also, our findings emerged even though the person requesting the
favor was a perfect stranger rather than an acquaintance, colleague,
or a ‘friend-of-a-friend’. This fact underlines the significance of the
present findings because exchange behavior between individuals is
typically less common in less intimate or communal relationships
(e.g., Burger et al., 1997). In that sense, for a well-known colleague
who is motivated to harm, it might even be easier to access per-
sonal data of the victim.

Overall, it seems very easy to gain full access to extensive per-
sonal information, when addressing potential victims with a basic
knowledge about universal mechanisms in social situations. A
decent and socially warm appearance e further supported by a
person wearing a logo of a well-respected institution e turned out
to be sufficient to lower people's barriers to such an extent that
they disclose personal information. Adding criminal energy, per-
petratorsmay thus find it easy to obtain the information needed for
committing serious IT crimes. Our findings therefore support the
urgent need to intensify approaches aimed at raising the security
awareness of ICT users. However, our results also indicate that
although many participants already have a basic awareness of IT
security issues, they are still lacking the appropriate behavioral
strategies to withstand social engineering attacks. Future cam-
paigns therefore need to pay attention to communicating and
training adequate behavior when confronted with such attacks,
including saying ‘No’ in situations of social normative pressure.

After security incidents, companies generally either provide
additional security awareness trainings or adjust their security
policy (Scheeres, 2008; Schumacher, 2011). Ultimately, companies
should create a general culture of security that stimulates behav-
ioral and attitude change in their employees (Quiel, 2013). To
support this, there are dedicated programs to prevent social engi-
neering in organizations (e.g., Bezuidenhout, Mouton, & Venter,
2010; Hoeschele & Rogers, 2005). Awareness raising trainings aim
at changing the delusive belief of ‘never becoming victim’ to social

Table 2
Frequency and percentage of male and female participants who revealed their password, depending on experimental condition.

Early incentive Incentive directly before password Late incentive (Controls) Total

Women 51 (41.8%) 44 (42.7%) 41 (32.0%) 136 (38.5%)
Men 52 (38.2%) 57 (52.8%) 35 (27.6%) 144 (38.8%)

Table 3
Standardized regression coefficients (b-weights), effect sizes and explained variance
in a logistic regression analysis.

b S.E. p

Effect of early chocolate (compared to control) 1.42 0.19 0.072y

Effect of late chocolate (compared to controls) 2.11 0.20 0.000***

Gender 1.22 0.16 0.218
Age !0.98 0.01 0.000***

Existence of an IT department at work 1.31 0.22 0.226
Specifications of password at work !0.91 0.17 0.589
Password used in various domains 1.07 0.17 0.702
Frequency of changing the password 1.27 0.11 0.037*

Do I know colleagues' password? !0.73 0.18 0.079y

Do colleagues know my password? !0.61 0.20 0.011*

Constant !0.50 0.60 0.250
Hosmer-Lemeshow-Test 0.450
Nagelkerkes R2 0.110

Note: ***p < 0.001. **p < 0.01. *p < 0.05. yp < 0.10.

C. Happ et al. / Computers in Human Behavior 61 (2016) 372e377376
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§ Although people use more passwords now, they use the 
same password for multiple domains more often than in 
2008

Keeping the same passwords was 
more common in 2012 than in 2008!

Social Engineering by Chocolate
(cont’d)
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In 2012, more passwords 
(and names) were revealed!

Social Engineering by Chocolate
(cont’d)
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Social Engineering by Chocolate: Summary

§ Almost 9 out of 10 people reveal some password relevant 
information to a stranger

§ Effect of social engineering:
successful misuse of the social norm of reciprocity;
even more efficient when induced immediately before
asking the critical question
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Social Engineering by Chocolate: Summary

§ Almost half of the participants never change their password; 
even more than half uses passwords for multiple domains 
à sloppy handling of passwords

à Security awareness of IT users remains an urgent issue
—especially with regard to younger people

§ Higher willingness to reveal the password and stronger effect 
of social engineering in 2012
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Dr. André MELZER

Research Unit INSIDE
Institute for Health and Behaviour

University of Luxembourg
Campus Belval
11, Porte des sciences
L-4366 Esch-sur-Alzette
Grand-Duchy of Luxembourg

andre.melzer@uni.lu

§ Thank you very much for your attention.
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The “Easter Egg” Questionnaire

Etude sur l’informatique Version A, B, C  Enquêteur A / B / C / D / E / F / G   
O  langue : LUX  O masculin   O féminin   Date: __________ Heure: ______  
Avez-vous deux minutes pour participer à une enquête anonyme de l’Université du Luxembourg sur 

l’informatique? Pourriez-vous répondre aux questions suivantes?  
 

Utilisez-vous l’ordinateur au travail ou à l’école ?! Oui      

Quel âge avez-vous?:               ans           
 

Pour vous remercier de votre participation nous vous offrons un petit cadeau (pralines).   

     

1. Utilisez-vous un mot de passe au travail / école ?   O  Oui      Combien ?                           

         O  Non, passez à la question 4  

  

2. Y a-t-il des directives concernant le mot de passe ? 

 O  Oui  Lesquelles? (p.ex. chiffres/signes)________________ 

      O  Non  Directives temporelles: ________________________ 

3. Utilisez-vous le même mot de passe pour des domaines différents? 
    Par exemple au travail, banque, internet, etc.  

  O  Oui  Combien? _______ 

   O  Non      

4. Combien de fois changez-vous votre(s) mot(s) de passe ?     

    O  Tous les jours        O  Toutes les semaines      O  Tous les mois     O  Rarement      O  Presque jamais/Jamais 
 

5. Connaissez-vous les mots de passe de vos collègues ? O  Oui       Combien?                           

        O  Non       

6. Existe-t-il un service informatique à votre lieu de travail/école? 

  O  Oui       

          O  Non, passez à la question 9 
7. Est-ce que le service informatique connaît les mots de passe des employés/etudiants ? 

  O Oui, passez à la question 9  

          O  je ne sais pas, passez à la question 9 

          O  Non 

8. Si quelqu’un vous téléphone en disant qu’il fait partie du  O  Oui  

    service informatique, lui donneriez-vous votre mot de passe?  O  Non 
      

9. Votre collègue de travail connaît-il votre mot de passe ?   

 O  Oui  Combien______ 

 O  Non:     Donneriez-vous votre mot de passe à votre collègue?   O  Oui 

            O  Non 

10. Quel est votre mot de passe? Inscrivez le mot de passe:     

 ___________________________________   

    

11. Entendu, vous n’avez pas pu nous donner votre mot de passe, mais donnez-nous un indice (par exemple. 

nom, anniversaire) ______________________________________________________________ 
 

12. Pour prouver que j’ai bien effectué cette enquête j’ai besoin de certaines informations à votre sujet,  

comme par exemple votre date de naissance?         ______    ______    ______ 
Nom: ___________________________Téléphone: _____________        Année        Mois    Jour 
En vérité, nous ne nous intéressons pas à vos données personnelles. Cette enquête est une étude sur la sécurité informatique 

dans le cadre d’une campagne de sensibilisation sur la protection des données personnelles initiée par la Communauté 

européenne et BEE SECURE Luxemburg, en collaboration avec l’unité de recherche INSIDE de l’Université du 

Luxembourg.  

Question: Maintenant que vous savez qu’il s‘agît d’une expérience, la question :  

Est-ce que vous m’avez dit la vérité concernant le mot de passe ? O   Oui      O  Non 

Est-ce que vous vous souvenez d’une campagne de sensibilisation sur le sujet de la sécurité IT au Luxembourg? ?       

O  Oui        O  Non  (si oui, laquelle)____________________________________Merci pour votre participation!  

Forschungsprojekt Informationstechnik Version A, B, C  Enquêteur A / B / C / D / E / F / G  
O Sprache: LUX  O männlich      O weiblich  Datum: __________ Uhrzeit: ______ 
    

Haben Sie zwei Minuten Zeit für die Teilnahme an einer anonymen Forschungsumfrage der Universität 
Luxemburg zum Thema Informationstechnik? Können Sie bitte kurz auf folgende Fragen antworten?  
 

Zunächst, arbeiten Sie beruflich / als Schüler mit einem Computer? JA (sonst: Ende der Befragung!) 

Wie alt sind Sie:               Jahre      
 

Als Dank für Ihre Teilnahme bekommen Sie von uns vorab ein kleines Geschenk (Pralinen).  

      

1. Benutzen Sie an Ihrem Arbeitsplatz ein Passwort ?   O  ja      Wie viele?                           
        O  nein, weiter mit Frage 4   
2. Gibt es Vorgaben bzgl. des Passworts?  O  ja  Welche? (z.B. Ziffern/Zeichen)_________________ 
      O  nein  Zeitl. Vorgaben : _____________________________ 

3. Nutzen Sie dasselbe Passwort für unterschiedliche Bereiche?  O  ja 
    Beispiel auf der Arbeit, Bank, Internet, etc.    O  nein    Wie viele?                         
 

4. Wie oft wechseln Sie Ihr/e Passwört/er?     
 

                    O  täglich          O  wöchentlich          O  monatlich         O  selten         O  fast nie/nie 
 

5. Kennen Sie einige Passwörter Ihrer KollegenInnen?   O  ja       Wie viele?                          
          O  nein     

  

6. Gibt es an Ihrem Arbeitsplatz (Schule) eine Informatikabteilung?    O  ja  
          O  nein, weiter mit Frage 9 

 
7. Kennt die Informatikabteilung die Passwörter der Mitarbeiter (Schüler)? O  ja, weiter mit Frage 9  
          O  weiss nicht, weiter mit Frage 9 
          O  nein 
 

8. Wenn Sie jemand im Namen Ihrer Informatikabteilung anruft,  O  ja  
      geben Sie bei Nachfrage Ihr Passwort an?      O  nein 
      

9. Kennen Arbeitskollegen Ihr Passwort?     
 O  ja  Wie viele______ 
 O  nein: Würden Sie Ihr Passwort Ihrem Kollegen denn geben?  O  ja 
           O  nein    

      

10. Was ist Ihr Passwort? Tragen Sie das Passwort bitte hier ein:

 __________________________________ 
 

11. Einverstanden, Sie konnten das Passwort nicht angeben, aber geben Sie mir bitte einen Hinweis (z.B. 
Familienname, Geburtsdatum) ______________________________________________________________ 
 

12. Um zu beweisen, dass ich diesen Fragebogen ordnungsgemäß durchgeführt habe, benötige ich persönliche 
Informationen von Ihnen wie zum Beispiel Ihr Geburtsdatum?           ______    ______    ______ 
Name : _________________________ Telefon: __________   Jahr       Monat Tag 
In Wahrheit sind wir nicht an Ihren persönlichen Daten interessiert. Es geht vielmehr darum festzustellen, wie groß die 
Bereitschaft ist persönliche Daten weiterzugeben. Diese Umfrage ist eine Untersuchung zur IT Sicherheit im Rahmen einer 
Sensibilisierungskampagne von der Europäischen Kommission und BEE SECURE Luxemburg, in Zusammenarbeit mit der 
Forschungseinheit INSIDE der Universität Luxemburg. 
Nachfrage: Jetzt wo Sie wissen, dass es sich um ein Experiment handelte, die Frage :  

Haben Sie mir die Wahrheit bzgl. des Passworts gesagt (wenn sie was gesagt haben)?  O  ja        O  nein 
 

Erinnern Sie sich an eine Sensibilisierungskampagne zum Thema IT Schutz in Luxemburg?      O  ja        O  nein 
(wenn ja, welche)_______________________________________________________________________________ 

DANKE für Ihre Teilnahme!         

Condition
“chocolate at 
beginning”


