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 Personal Data (GDPR) 

 

 'personal data' means any information relating to an identified or 

identifiable natural person ('data subject'); an identifiable natural 

person is one who can be identified, directly or indirectly, in particular 

by reference to an identifier such as a name, an identification number, 

location data, an online identifier or to one or more factors specific to 

the physical, physiological, genetic, mental, economic, cultural or 

social identity of that natural person; 
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 Popular (substantive) Privacy Definitions: 

– “the right to be let alone” => focusing on freedom of intrusion 

– “the right to informational self-determination”  
 allowing individuals to control, edit, manage and delete information about themselves and 

decide when, how and to what extent its information is communicated to others. 

(Data Privacy / Data Protection is derived from the right to informational self-determination) 

 

 Concept of PbD:  

– A philosophy in which privacy is embedded into the technology itself during 

the development, such that privacy and data protection becomes part of 

designers’ original goals. 

 
 

 

“Privacy is not simply an absence of information about us in the minds of 

others; rather it is the control we have over information about ourselves” (Ch. 

Fried (1968), Privacy. In: Yale L.J.)  
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Privacy by Design 



 

Protection of natural persons with regards to the 

processing of personal data 

 

 

 

 

 

Impact on individuals 

 

Impact on organizations 
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Personal Data Protection 

 

Information Security 

 

 
An information system can be perfectly secured, but the personal 

data processing can be illegal or non compliant with the data 

protection legislation 

 

Information security = 1 element of data protection 
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 Personal data shall be processed fairly and lawfully 

 

In practice, it means that you must: 

 

– have legitimate grounds for collecting and using the personal data; 

– not use the data in ways that have unjustified adverse effects on the 

individuals concerned; 

– be transparent about how you intend to use the data, and give individuals 

appropriate privacy notices when collecting their personal data; 

– handle people’s personal data only in ways they would reasonably expect; 

and 

– make sure you do not do anything unlawful with the data. 
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Personal data shall be obtained only for one or more specified and lawful 

purposes, and shall not be further processed in any manner incompatible with that 

purpose or those purposes: 

 

– In practice, the second data protection principle means that you must: 

– be clear from the outset about why you are collecting personal data and 

what you intend to do with it; 

– comply with the Act’s fair processing requirements – including the duty to 

give privacy notices to individuals when collecting their personal data; 

– ensure that if you wish to use or disclose the personal data for any 

purpose that is additional to or different from the originally specified 

purpose, the new use or disclosure is fair. 
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Personal data shall be adequate, relevant and not excessive in relation to the 

purpose or purposes for which they are processed. In practice, it means you 

should ensure that: 

 

- you hold personal data about an individual that is sufficient for the purpose you 

are holding it for in relation to that individual; 

- you do not hold more information than you need for that purpose. 

 



Personal data shall be accurate and, where necessary, kept up to date. 

To comply with these provisions you should: 

 

– take reasonable steps to ensure the accuracy of any personal data you 

obtain; 

– ensure that the source of any personal data is clear; 

– carefully consider any challenges to the accuracy of information; and 

– consider whether it is necessary to update the information. 
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Personal data processed for any purpose or purposes shall not be kept for longer 

than is necessary for that purpose or those purposes. In practice, it means that 

you will need to: 

 

– review the length of time you keep personal data; 

– consider the purpose or purposes you hold the information for in deciding 

whether (and for how long) to retain it; 

– securely delete information that is no longer needed for this purpose or 

these purposes; and 

– update, archive or securely delete information if it goes out of date. 
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Personal data shall be processed in accordance with the rights of data subjects. 

The rights of individuals that it refers to are: 

 

– a right of access to a copy of the information comprised in their personal 

data; 

– a right to object to processing that is likely to cause or is causing damage 

or distress; 

– a right to prevent processing for direct marketing; 

– a right to object to decisions being taken by automated means; 

– a right in certain circumstances to have inaccurate personal data rectified, 

blocked, erased or destroyed 
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Appropriate technical and organisational measures shall be taken against 

unauthorised or unlawful processing of personal data and against accidental loss 

or destruction of, or damage to, personal data. 

In practice, it means you must have appropriate security to prevent the personal 

data you hold being accidentally or deliberately compromised. In particular, you 

will need to: 

 

– design and organise your security to fit the nature of the personal data you 

hold and the harm that may result from a security breach; 

– be clear about who in your organisation is responsible for ensuring 

information security; 

– make sure you have the right physical and technical security, backed up 

by robust policies and procedures and reliable, well-trained staff; and 

– be ready to respond to any breach of security swiftly and effectively. 
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Personal data shall not be transferred to a country or territory outside the EEA 

unless that country or territory ensures an adequate level of protection for the 

rights and freedoms of data subjects in relation to the processing of personal data. 

 

14 



GDPR 

Article 25 

Data protection by design and by default 

 

 

1. Taking into account the state of the art, the cost of implementation and the nature, scope, 

context and purposes of processing as well as the risks of varying likelihood and severity for 

rights and freedoms of natural persons posed by the processing, the controller shall, both at 

the time of the determination of the means for processing and at the time of the processing 

itself, implement appropriate technical and organisational measures, such as 

pseudonymisation, which are designed to implement data protection principles, such as data 

minimisation, in an effective manner and to integrate the necessary safeguards into the 

processing in order to meet the requirements of this Regulation and protect the rights of 

data subjects. 
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GDPR 

2. The controller shall implement appropriate technical and organisational 

measures for ensuring that, by default, only personal data which are necessary for 

each specific purpose of the processing are processed. That obligation applies to 

the amount of personal data collected, the extent of their processing, the period of 

their storage and their accessibility.  

In particular, such measures shall ensure that by default personal data are not 

made accessible without the individual's intervention to an indefinite number of 

natural persons. 

  

3. An approved certification mechanism pursuant to Article 42 may be used as an 

element to demonstrate compliance with the requirements set out in paragraphs 1 

and 2 of this Article. 
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GDPR 

 

While the concept of ‘privacy by design’ already exists, it has now: 

 - been given specific recognition,  

 - and is linked to enforcement 

 

 

 

Under the proposed ‘privacy by design’ requirement, companies will need to 

design compliant policies, procedures and systems at the outset of any product or 

process development. 
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Informational privacy is seen as enhancing individual autonomy by 

allowing individuals control over who may access different parts of their 

personal information.  

 

It also allows people to maintain their dignity, to keep some aspect of their 

life or behavior to themselves “simply because it would be embarrassing 

for other people to know about it.” 

 

Privacy also allows people to protect their assets or to avoid sharing 

information with others who would use it against them, such as 

discrimination by employers, educators, or insurers. 
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Lack of Data Protection 

(Impacts on individuals) 
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When personal data is : 

 

• inadequate, insufficient or out of date 

  

• excessive or irrelevant  

 

• kept for too long 

 

• improperly disclosed to others 

 

• used in ways that are unacceptable or 

unexpected by the person it is about 

 

• used or misused 

 

• not kept securely 

 

Individual at risk of 

 

• physical harm 

 

• threat to emotional wellbeing 

 

• financial loss 

 

• fear of identity theft 

 

• damage to personal relationships 

 

• humiliation/ embarrassment 

 

• harassment 

 

• annoyance 
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Lack of Data Protection 

(Impacts on organizations) 

 

 Damage to an organization’s reputation or brand; or pilloried in the public square of 

opinion; 

 

 Financial losses associated with deterioration in the quality or integrity of personal data; 

 

 Financial losses due to a loss of business or delay in the implementation of a new 

product or service due to privacy concerns; 

 

 Loss of market share or a drop in stock prices following negative publicity; 

 

 Violation of privacy laws; 

 

 Diminished confidence and trust in the industry 

 

 Fines / Sanctions 
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 OWASP Top 10 Privacy Risks Project 
(Context: web applications) 

 
 P1    Web Application Vulnerabilities  

 P2    Operator-sided Data Leakage  

 P3    Insufficient Data Breach Response  

 P4    Insufficient Deletion of personal data  

 P5    Non-transparent Policies, Terms and Conditions  

 P6    Collection of data not required for the primary purpose  

 P7    Sharing of data with third party  

 P8    Outdated personal data  

 P9    Missing or Insufficient Session Expiration  

 P10  Insecure Data Transfer  
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7 principles of PbD 
1. Proactive not Reactive; Preventative not Remedial 

 

2. Privacy as the Default Setting 

 

3. Privacy Embedded into Design 

 

4. Full Functionality – Positive-Sum, not Zero-Sum 

 

5. End-to-End Security – Full Lifecycle Protection 

 

6. Visibility and Transparency – Keep it Open 

 

7. Respect for User Privacy – Keep it User-Centric 
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 Ann Cavoukian: “ We know from the academic literature that whatever the 

default condition is, that condition rules 80 percent of the time. The default 

rules 80 percent of the time. I want that to be privacy. By default, I mean it's 

automatically available to the user without them having to ask for it. It's 

embedded; it's built into the system. “ 
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“ 

 

 

 

 

 

 

 

 win-win” objectives (privacy, security, business goals) 

 do not make trade-offs between security, privacy & functionality: “AND” 

and not “OR” 

 Avoid false dichotomies: ex: privacy vs security 
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Excerpt from an interview of Ann Cavoukian 
(http://www.bankinfosecurity.com/interviews/privacy-by-redesign-new-concept-i-1171/op-1) 

 

 

 Organizations currently exist in a divided environment, working separately 

instead of together. Engineers for example, in developing systems, don't have 

a grasp on privacy and aren't expected to. But if the dialogue was open from 

the beginning, allowing privacy professionals to offer their input, systems could 

be that much safer from the start, or in the "redesign" phase.  

 

 These are some of the areas where people have to work much more globally 

across the entire organization. You have to cut through this siloed thinking of 

we've got this department versus that department. And they don't talk to each 

other until the product goes to market, and then you've got a data breach and 

the public goes crazy. This will impact your brand. It will impact your business 

practices. It will lead to lawsuits and class action lawsuits and it will cost a 

fortune. Avoid all of that. Avoid the harm by embedding Privacy by Design 

from the get-go, from the beginning. 
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Privacy by ReDesign 
 

 To bring privacy into systems that are already developed; 

 

 Just as PbD challenges organizations to think creatively about how all system 

objectives – including privacy – can be met from the outset, PbRD challenges 

them to identify and act on opportunities to improve privacy practices going 

forward by redesigning components of existing systems, based on where they 

are today; 

 

 Rethinking, Redesigning, and Reviving existing systems and their 

components can involve measures that range from the simple to the complex, 

and may include policy, operational, technology, or management changes. 
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Enisa’s analysis 

 

– Multilateral security:  

• Whereas system design very often does not or barely consider 

the end-users’ interests, but primarily focuses on owners and 

operators of the system, multilateral security demands to take 

into account the privacy and security interests of all parties 

involved.  

• To realise that, each party should determine the individual 

interests as well as privacy and security goals and express 

them.  

 

– Privacy-Enhancing Technologies  

 

– Setup Global Privacy Standards 
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– The Privacy Principles of ISO/IEC 29100  

• specifies a common privacy terminology; 

• defines the actors and their roles in processing personally 

identifiable information (PII); 

• describes privacy safeguarding considerations; and 

• provides references to known privacy principles for information 

technology. 

 

– Privacy Protection Goals: unlinkability, transparency, and 

intervenability  

Working with protection goals means to balance the requirements derived 

from the six protection goals (ICT security and privacy) concerning data, 

technical and organisational processes. Considerations on lawfulness, 

fairness and accountability provide guidance for balancing the 

requirements and deciding on design choices and appropriate safeguards.  
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PbD in other words 

 If an individual does nothing, their privacy still remains intact 

 

 Security and privacy is embedded at every stage in a product 

 

 PbD ensures cradle to grave, secure lifecycle management of 

information, end-to-end. 

 

 Respect for the choices of individuals 

 

 Users should know the ways their data will be used or shared, and 

should be able to exercise control 

 

 The security standards, as complex as some of them are, can’t cover 

every possible security scenario, and that’s where PbD can step in. 
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 “Soft” Privacy 

 

– Reliant principally on trust 

 

– Data subject has to trust honesty and competences of the data 

controller 

 

– To provide data security and process data with specific purpose 

and consent  

=> policies 

=> access control 

=> Audit 

 

– user’s consent awareness 
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 “Hard” Privacy => reduce the need to trust other entities 

 

– Smaller degree of trust, and establishes concrete protections at, for 

example, a cryptographic level 

 

– Unlinkability (key element for data minimization):  

• Aims at separating data and processes 

• Operate processes in such a way that the privacy-relevant data 

is unlinkable to any other set of privacy-relevant data outside of 

the domain (or disproportionate efforts) 
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(hard privacy) 

 

– Intervenability: 

• Possibility for parties involved in any privacy-revelant data processing 

to interfere with the ongoing or planned data processing 

• Application of corrective measures and counterbalances when 

necessary 

 

“Intervenability” means the possibility to intervene and encompasses control by 

the user, but also control by responsible entities over contractors performing data 

processing on their behalf. Typical examples from the individual’s perspective are 

giving, denying or withdrawing consent; exercising the rights to access (although 

this can also be regarded as a transparency functionality), to rectification, to 

blocking and to erasure of personal data; entering and terminating a contract; 

installing, de-installing, activating and de-activating a technical component; 

sending requests or filing complaints concerning privacy-related issues; involving 

data protection authorities or bringing an action at law.  
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(hard privacy) 

– Transparency  

• To provide an adequate level of clarity of the processes in 

privacy-relevant data processing so that the collection, 

processing and use of the information is able to be understood 

and reconstructed at any time; 

• For all parties: legal, technical and organizational. 

 

– Anonymity, and pseudonymity 

 

– Plausible deniability (vs non-repudiation) 

 

– Undetectability and unobservability: hiding the user’s activities 

 

– Confidentiality 
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High-level keys to success 

 

 Create a culture of privacy in your organization: governance and 

operations: 

– Challenge: engage the entire echosystem of an organization 

– A PbD system must facilitate a common understanding between 

engineers, regulators and managers 

 

 Create “Trust”, confidence and loyalty: Trust is a key factor for 

economic growth 

 

 PbD = Key argument for selling innovative technology 
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Some mistakes to avoid 

 Think about including privacy and data protection requirements at the 

end of the project 

 

 Focus only on legal compliance 

 

 To assess impacts of risks only on your organization’s and not on the 

data subjects 

 

 Function creep as Feature: a widening of the data processing beyond 

the original purpose or context 

 

Economist are trained to exploit available data for multi-purpose 

usage 

Data are taken out of the original context which can lead to wrong 

conclusion when interpreting the data 
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Privacy enhancing technologies 

 

 a coherent system of ICT measures that protects privacy by 

eliminating or reducing personal data or by preventing unnecessary 

and/or undesired processing of personal data, all without losing the 

functionality of the information system 

 

 incorporating legal principles into technical specifications (ex: data 

minimization) 

 

 The choice of PET techniques depends on the level of security needed 

to match the level of risks represented by the personal data. 
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Privacy enhancing technologies 

(Privacy preserving PETS) 

 Usage of cryptography for: 

– Data storage 

– Authorization 

– Data access and data disclosure (at an application level, rather 

than at a DB level) 

– Data transport (network and other means) 

 

 Biometrics: an opportunity and threat at the same time 

 Creation of audit trails 

 Usage of pseudo-identities: TTP 

 Tracking protection lists in Internet Explorer 
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Privacy enhancing technologies 

(Privacy preserving PETS) 

 

 Enhanced privacy ID (EPID) is a digital signature algorithm supporting 

anonymity. Unlike traditional digital signature algorithms (e.g., PKI), in 

which each entity has a unique public verification key and a unique 

private signature key, EPID provides a common group public 

verification key associated with many of unique private signature keys.  

 

EPID was created so that a device could prove to an external party 

what kind of device it is (and optionally what software is running on the 

device) without needing to also reveal exact identity, i.e., to prove you 

are an authentic member of a group without revealing which member. 

 

48 



Transparency enhancing technologies 

(Privacy friendly PETS) 

 A category of tools that supports: 

– The right to be informed 

– The right for the subject to know what happens to his personal data 

 

Examples: 

- Privacy icons 

- Dashboard functionality on a website 

- Browser Addons: Privacy Bird, Collusion, Web Of Trust, … 

- Guichet.lu: logs of access performed by administration on your 

data from the RNPP. 

 

=> To promote trust of the users and willingness to use a particular 

online service 
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But not only technologies 

 

 An unexpected example: 

– Buying your medicines in a pharmacy 

• Privacy risk: you might not want to share with all the other 

waiting customers information about your disease. 

• Potential solution: the shop could put some information on the 

desk informing the customer that he can request for a 

discussion in an area that provides privacy 

 

=> It is also Privacy by Design 
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“Building in privacy might not to be cheap, but just 

cheaper than building in no privacy” 

 

 

Thank you for your attention. 
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