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Risk context: EpStan

statistics

\ 4

test score by login

l

L
llIII. ll pa
e

UNIVERSITE DU link «login — pseudonym>
LUXEMBOURG

logins .
g itrust

consulting

v

ANV

(anonymised, aggregated) statistics

personal data

18.10.2016 3/13




Fast & Optimal Countermeasure Selection

1trust
Attack Tree

consulting

AN\ VRS

MAIN RISK: Linking test results to individual students

Get test results and Get personal ID and Get mapping

insider e steal oJ@ human error

81 attack nodes
in total
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Attack Tree

MAIN RISK: Linking test results to individual students

J=F-G-H%
Get test results an Get personal ID Get mapping
F=1-(1-E)(1-D)% G% H%

:
D=1-(1-A)(1-B)(1-C)%

E%
insider e steal oJ@ human error

A% B% C%

(OR) p=1- H(l — ) (AND) p = Hpi
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MAIN RISK: Linking test results to individual students

Get test results and Get personal ID and Get mapping
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Link results to students
Get personal ID
Get results

Get mapping
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add remove
defence defence
RISK
Probability [ link test results ] x Impact [ link test results ] ‘ t
COST
Sum of costs of implemented defences t ‘

OPTIMISATION PROBLEM
Which countermeasures reduce risk best at the lowest cost?
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Brute-force: Try out all combinations of selecting counter-measures

¥.2.3 Handling of assets

don’t select

9.1.1 Access control policy

9.1.1 Access control policy

select don’t select select don’t select
9.4.3 Password 9.4.3 Password 9.4.3 Password 9.4.3 Password
management system management system management system management system
select don’t select select don’t select select don’t select select don’t select
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Naive algorithm

Problem: Needs 2" iterations for n counter-measures

3,32 - 103° iterations for 118 counter-measures
(unfeasible to compute)

1,10 - 1012 iterations for 40 counter-measures
(13 days with 1 iteration per millisecond)
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Improved algorithm

choice Subsequent choices will:
* |ncrease number of defences
* Reducerisk

Once a defence becomes unprofitable,
it will remain unprofitable.
— Can skip all further combinations
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random attack- EpStan
defence tree use-case
Naive brute-force - 54,2 seconds
Brute-force with
4 -10% years 0,92 seconds
data structure
Branch and bound 15 minutes 0,36 seconds
(81 attacks, 90 defences, (81 attacks, 16 defences,
7290 effectiveness values) 58 effectiveness values)
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Thank you.

predict
prioritise
prevent
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