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Program

itrust

AN\ VRS

consulting
14:30—17:30 18:30 20:00
Presentation of current research projects: Academic Walking Dinner

1) CyFORT (Cloud Cybersecurity Fortress of Open Resources
and Tools for Resilience) for enhanced cybersecurity
solutions, using open specifications with a focus on cloud
infrastructure, by itrust consulting;

2) Eagle-1: Satellite-based quantum key distribution, by SES;

Symposium
intro by
Gauthier Crommelinck,
Ministére de I'Economie

3) Panel discussion. 2 Concert 3 Concert X Concert s Concert
gfp JazzFellas JazzFellas JazzFellas JazzFellas
-short refreshment breaks included -
n | | u u u n u u u ] u ]
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® 3
14:00 _— 17:30 @ Prof. Dr Peter Y.A. Ryan, J‘ﬂ Alan Kuresevic, J:-Jj Dr Carlo Harpes, J:Jj Dr Arash Atashpendar, o>
Registration ' Arrival and APSIA, SnT, uni.lu: CEO, Managing Director, head of R&D,
and coffee reception Keynote SES techcom: itrust consulting: itrust consulting:
Technical workshob on activities in drinks ‘Securing Elections, ‘Eagle-1’ ‘A brief history of ‘A new R&D company is
=hop B Trust but Verify’ itrust consulting” created’

Research, Development, and Innovation

itrust consulting: 15 years
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On itrust consulting

Audit &
Hacking

Consulting

Pl
£

Innovation,
sourcing

Training &
awareness

Awarded
Startup of the year

2008 — Luxembourg ICT awards
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Expertise

OWARSP
Audits: ISMS, data protection o e gl

#% Common Criteria

Penetration testing

Social engineering

Certification and accreditation
Comp. Emergency Response Team
Secure software development
Cryptographic software

R&D (H2020, national, ESA)

Risk management

Common Criteria

Cryptographic key management
Cryptography (cassical, quantum, post-quantum)
Information and coding theory
Algorithm design and analysis
Security protocols

Software verification and validation
Security analysis

Secure and security software

R123_ITR-15y
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Our principles

AN\ VRS

* Our moto: Out-of-the-box Thinking

* 2007-2017:
* Tailoring information security to business requirements
¢ Combining R&D and Consulting
* Interdisciplinarity beats competition
* Since 2017:
* Move securely within the cyberworld
* Be certified before your customers ask it of you!
* Run a single management system!
* Be prepared for disruptive changes!
* You don‘t decide!

itrust consulting: 15 years R123_ITR-15y



SECurity as a Service (SECaa$5)

Data Privacy — compliance ? 1tI'llSt
A security fit for you with GDPR for SME’s £ consulting
Advice and support to comply with the
requirements  of  the European
A SWISS knlfe for your Secunty Regulation, tailored to the type and size
. . . . . of your organization. Extract of important subjects:
A customised service to lmplement a monltorlng ser et of your company, by
o . . . o Of ) . + document context, purposes and data treatment . L
reallzmg SpECIfIC SECUI’Ity sourcing missions. Itrust provi register, ation missions on a one-
off or regular basis onsite at your organization. ¢ manage  incidents,  documentation  and

communication,
« accomplish Data Protection Impact Analysis (DPIA)

Pool of competencies related to security nd coml

pliance roadmap,
For a SME, implementing, maintaining and improving -« optimize your data protection statement. a hard job: lack of time,
lack of competencies or methodologies. “be GDPR compliant”
It is better to base your effort on a security team alrea
the core business.

urity work in addition to

TotaI flexibility
Onsite or remotely

* Adapted to customers’ responsibility org-chart and to their type of management

* itrust expertise resource as an internal service for you

* Control of cost and budget for defined objectives

itrust consulting - 10 year anniversary - June 21st 2017 e 5/ 24



Integrated ISMS

; itrust
Information Security Management System

consulting
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Risk assessment and treatment report & || Beneral information "'OFHCESDEIALduCENTREST
data protection impact assessment 2021| [ Aawar Information Securit
(Enovos-Leo-Nordenergie-RAZDPIA- H

luxmetering

2021y Management System (ISMS)
= Document name Information security control policy
Restricted (based on 27002, 27017, and TISAX)
* sOenergie g
it : 8! ) “ ) B b G mecuo:e;d::“::ﬁ'é:gp‘.;uume
Omnung ! . Registre des traftements de Donnees
| AC iDCE
I Systéme de management de la 1 I S N —_— ) )
Systéme de Management de la sécurité de I'information - - i ; » Systém. leanu‘nl:emen' dela Traitement des événements et
Sécurité de I'lnformation [smMan B e e incidents de sécurité
(SMSI) . R (05-Traitinc)
. Gestonmaie | Secitis communst
Folitique de sécurité de I'nformation et de
4 Politique de la sécurité de linformation Charte de bonna conduite u e — protection des données (ACN PolSéculnio) Dte dappication | 3105721
' | taction dew d en séourité de Iinformation . (SMST) — Clasaification | imserme
O Gwsisecunto) ot protection des donndes Systéme de management de I
! “Séculnfa) [SE-Charte] v g

sécurité de I'information Politique de sécurlté de 'nformation

ot de la protection des données
(EHTL-PolSécuinfo)

Politique du SMSI I
(Sm-SMS

versionnate

Information générale
Tive

Informatians génirc

J——
e

=

= =
| ot = “ Policies (P
I * ITR-General, ITR-ISMS, ITR-Risks,

We write your documents.

* Risk treatment plan:
« Statement of app!

Procedures (PRO)
* Risk brainstorming,

We consult you to improve your management.

q Analyse de risques
Operational i a

sur base de I'activité PSF en 2021

] * Computer system installation, maintenance pracesses, (IC-RAR-2021)
We deliver you a set of 27001 compliant policies N |

* System configurations, etc. lr;;hf::\uns ﬂ!'lﬁf::ﬂ
and procedures tailored to your needs. L ——



TRICK Service .
1trust

z .
Tool for Risk management of an ISMS based on a Central Knowledge base £ consulting

Analysis
Mistory ~ Riskcontext~  Riskanalysis v  Risktreatment/Compliance= Risk communication~ S =
Evolution of profitability and ISO compliance
/\ | Evolution of profitability for APPN ISO compliance for APPN

\-—__i ] 300 ke 100%
80%
S e l — 200 ke 28ke 60%
74 ke %

100 k€ 216 ke e 40
Boke 82ke 81ke 0%
oke 0%

This tool has besn crestad by itrust consulting with the following support | Po F1 P2 P3 Py Po P P2 P3 P4
_‘, - ALE Cost ROSI Lost and additional cost 27001 27002

Cockpit CI  TRESPASS

WEEnglish MW Frangais © 20152017 trust consulting - All Rights Reserved

Context & assets valuation (cf.2 7005, 29134) | TRICKSGERice mars ot v o= om
Gap analysis 27001, 27002, 29151, 22301, 27701 | T T TR | e “

ALE by Scenario & Scenario type
Qualitatively assess threats, vulnerabilities, risks;

ALE by Scenario ALE by Scenario Type
Quantified assessment of impacts and likelihoods; 1T, o
Risk treatment plan, sorted by phases and ROS|; - e

DPIA compliant to GDPR, RAR compliant to CSSF. 9
Impact valuation for energy sector o mren
Json interface for ILR

1.
2.
3.
4.
5.
6.
7-
8.

itrust consulting - 10 year anniversary - June 21st 2017 19 [ 24



Tool for Risk management of an ISMS

based on a Central Knowledge base

itrust

consulting
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TRICK Service

/\\_¥o
- TRlcgi@rwce -

Evolutien of profitability and 1SO compliance for APPN

itrust consulting: 15 years

TRICK SERVICE Risk evolution o

Risk evolution Total ALE ALE by scenariotype  ALEbyassettyps  ALE By Scenario  ALE by assat mpiia
Customer WP —
Test Company ALE by Scenario
e
x
Analysis 50K
1 4 w0k
200 ke
Analysis I I I I .
D K Avalysis | e | | | | | | ] - -
a1 n
. il o Exte "
Version | 5 anin
arary

mp

Export JSON file for ILR platform, Serima.lu

Selectyeur JSON prev s from the

Please select ing (C5V'

R123_ITR-15y 8/9



itrust consulting operates CSIRT Services
malware.lu CERT

CERT: Computer Emergency Response Team
Incident Response
Forensic Investigation
Malware Analysis
R&D
Participation to international conferences (Defcon Las Vegas, hack.lu)
Knowledge transfer (APT1: technical backstage)

itrust consulting CERT respects the incident-handling guidelines provided by NIST:

Preparation e Containment * Recovery
Identification * Eradication *  Follow-up

What we learned operating a CERT
a lot on threats and malware,
that in the future, all organisations SHALL manage how to react to security incidents,
i.e., have CERTSs as partners [ subcontractors.

Ethical Hacking 100101
Penetration tests -
Vulnerability Assessment
External Vulnerability Scans

r.4

itrust consulting - 10 year anniversary - June 21st 2017
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R&D projects

AN\ VI

* On-going projects
* CyFORT, ESA-QUARTZ and ESA-Eagle-1
* H2020-Token: Transformative impact of disruptive technologies in public services
* Critisec: Critical Infrastructure Security

. Former projects
H2020 - ATENA: Advanced Tools to assEss and mitigate the criticality of ICT compoNents and their dependencies over Critical InfrAstr
* H2020-bloTope: Building an loT OPen innovation Ecosystem for connected smart objects
* MinEco - SmartGrid Luxembourg Cockpit: Real-time risk monitoring tool for critical infra.
* FNR-IDS4ICS PhD on Intrusion Detection Sys. and Risk monitoring for Industrial Control Sys.
* FP7 - CockpitCl: Cybersecurity on SCADA: risk prediction, analysis and reaction tools for Critical Infrastructures

* FP7-TREsPASS: Technology-supported Risk Estimation by Predictive Assessment of Socio-technical Security
* ITEA2 - DIAMONDS: Security Testing Tool development

* ESA - LASP: Localisation Assurance Service Provider (POC) mm: TRESPASS‘

* FP7-Liveline: Live ICT services Verified by EGNOS to find Lost Individuals in Emergency situations DiRHONDS * N
*  FP7 - MICIE: Design of a risk prediction tool for interdependent Critical Infrastructures SPARC
* CELTIC - BUGYO Beyond: Building security assurance in open infrastructure beyond Z _'
* CIPS - SPARC: Space Awareness for Critical Infrastructures
* FP7-i-Going: i-GalileO indoor navigation (Galileo signal enabled by pseudolites for indoor navigation) ° 3
miCIE
itrust consulting: 15 years 10/ 20



http://www.liveline-project.eu/
http://www.micie.eu/

CyFORT Project overview

CLAUSEN

(macro-
project)

=

Data space

CLAUSEN
Resource Centre

* Open-source
repositories

* Documentation

* API description

* Open standards

~~
o Y
u X
. S
:CD
o .
v o
v c
X o
v
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. * Repositories /(

Mathematics

* Logic

* Cryptography
* Algorithms

* Proofs

e

Cybersecurity |
* Vulnerabilities

* Adversaries

* Threats

\_— Software

engineering
* Secure coding
* Scalable

* Reliable

* Verifiable

solutions

— Cybersecurity
|

* Enhanced and open for cloud
infrastructure

* Core design paradigm
* Security
* Interoperability
* Ensured by adopting
* Common Criteria (CC)
* EUCSA
%ﬁ * Safeguard supply chain
* TRL 7, for all tools but one

 Cross-cutting security

* Open-source

|
£

* Permissive licences

R123_ITR-15y
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Project release phase model

AN\ VRS

CyFORT defines 6 work packages, each resulting in a software product & service

Concept phase Beta phase FID phase
@ TRL at end: 2 o TRL at end: 5 @ TRL atend: 7
Beneficiaries afterwards: Beneficiaries afterwards: Beneficiaries afterwards:
- itrust - All CyFORT partners - Add further customer needs,
- Inspiration for IPCEI partners - Targeted IPCEI-CIS partners - Incorporate knowledge after FID

- Community via Resource Centre
and Data Space

° ° ° °
Beneficiaries afterwards:
- Other CyFORT tools Beneficiaries afterwards:
- A few partners All coached IPCEI-CIS partners
@ Alpha phase @ Validation phase
TRL atend: 4 TRL atend: 6

itrust consulting: 15 years R123_ITR-15y 12



Software
security
assurance

Y —
CyFORT outcome overview z
o
Intrusion Enhanced threat Cloud services— Pseudonymization
detection and intelligence and Govemance, services for
prevention analysis repository Risk management, distributed ledger
system Audit, and technologies

framework

C5 DEC

POC-MAT

assistance tool

—] —_———
—_
T,
—1 a— w i

Post quantum safe
cryptography migration ™.

Monitoring

DLT-PSaas

Many Open Source
Cybersecurity tools
H - CSGRAMH To be designed and

(_
—) .
opee ' implemented
- a“aE\SATRAP-DL
T = e
sy,

by itrust consulting
and ...

apIsul
Bulieys oju saunoes

L
“ -

Q Cybersecurity data space

Cloud users Cloud service providers

itrust consulting: 15 years R123_ITR-15y
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SC27/WG 5 Hybrid meeting in Luxembourg ; rust
{/ g ! 7'/ 1‘ »
4 i 1
/ g ! ..
\ =7 | ISO/IEC JTC 1/SC 27/WG 5

Copyright Alex Anyfandakis, peaceadvocatephoto

ILNAS Afterwork 20220927 - NSCa-Cybersecurity PRE_120 itrust-ILNAS-NSCoa 14 [ 20
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Main issues in LU [with Standardization]

AN\ VI

* Missing active contributions [and implementation]
* Mainly public sector implementors and large organizations

* Seldom, but still present: Missing global thinking

 Data protection commission: developed national certification scheme (CARPA)
with specific certification rules
instead of promoting 27701 and 17065 certification rules

* NIS (Network information security) regulator ILR mandating risk reporting on short notice
in an undocumented JSON [...] instead of using the operators’ fully documented risk report
based on more precise assessments.

* Missing political will to enforce cybersecurity standards
* No obligation for norm or cybersecurity rules for essential service providers.

* Mandate to create an ISMS for the public sector deployed by the Prime Minister in 2016
but then withdrawn upon complaints related to missing resources and autonomy.

ILNAS Afterwork 20220927 - NSCa-Cybersecurity PRE_120_itrust-ILNAS-NSCo1 15/ 20
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And still many successes in LU

AN\ VRS

27001 certification:
* 40 and 93 sites (ISO survey in 2021),
* Publicsector: CTIE, LuxGovSat, Incert, Sigi
* Large entities: CREOS, KPMG, POST, Proximus, PWC Luxembourg, SES...
* SME: Excellium, itrust consulting, Labgroup, LuxConnect, LuxITH, Numen Europe, VBS, Westpole...

27701 certification on “Privacy Information Mgt System”
* itrust consulting, not yet under accreditation (OLAS active support needed)

22301 (BCM): 7 and 45 sites; 9oo1 (Quality): 152 and 362 sites

2 national risk management tools
* TRICK service (free-to-use) by itrust consulting
* Monarc (open source) by MinEco

Many open source Cybersecurity tools
* MISP, malwasm, draw.trickservice.com, ...

ILNAS Afterwork 20220927 - NSCa-Cybersecurity PRE_120_itrust-ILNAS-NSCo1 16/ 20
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Outlook

AN\ VRS

Continuously ISMS updated

* Migration to 27001:2022 and 27005:2022 (published this week)
* Full restructuring of the ISMS and policies for certified companies

Cloud Security challenges
* Including dependencies, to be addressed in CyFORT

Missing rigour and structure in Development processes
* C5-DEC open-source tool and ISO 12207+Hermes-based process

New Cybersecurity challenges
* Need for intrusion detection, threat intelligence, knowledge sharing (CyFORT)

Additional compliance effort
* NIS2.0 on supply chain
* Essential service requirement (cf. fear of Blackout after start of war against Ukraine)
* Unstable economic situation (less money - more threats).

itrust consulting: 15 years R123_ITR-15y 17/ 20
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Thanks

AN\ VRS

e Our Staff

* Who worked hard, and outside reasonable working hours,
e.g., on the development, encoding of the ILR risk assessment in the last weeks

* Our R&D funding entities, ESA, Europe, and MinEco
* For continuous support for the benefit of our customers

* For assistance in creating research ideas, support in starting projects, and mainly in co-
funding them

* Our customers
* For continuous trust in our service
* Flexibility and understanding if we are overloaded
* For following our advices and using our tools

* Our partners

* SES, Infrachain, Hitec, Finmecanica (lt)...
* For accepting our contributions in their research projects

itrust consulting 15y R123_PRE_ITTR-15y 18/ 20
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Special thanks

AN\ VRS

* Lalux
* For giving us this splendid location

* Martine Zehren
* For a great artwork for our 15 anniversary

* JazzFellas

* For coming back in a slightly different composition
* But still with excellent entertainment

 Arash, Itzel, Peter, Ensuifudine...
* For creating a spin-off company with us

itrust consulting 15y R123_PRE_ITTR-15y 19/ 20
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Move securely within the cyberworld

itrust consulting s.ar.l.
55, rue Gabriel Lippmann
L-6947 Niederanven

Move securely within the cyberworld

Tel: +352 261762126 Carlo Harpes

Fax: +352 26 710 978 .
Webs <lasthame>@itrust.lu



