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Cybersecurity Incident Handler

itrust consulting is a leading actor in information security in Luxembourg, specialized in providing security
services such as consultancy, technical and organizational audits, technical expertise, research and
development, and best practices-based security training in a dedicated training centre.

Context
itrust consulting has an opening for experienced specialists in Cybersecurity Incident Handling to enhance the
existing consultancy team onsite and to complement the current specialization in the context of IT security.

If this sounds familiar and you would like to learn more, please contact us.

Your role and tasks
e Analyse and document IT security incidents;

e Coordinate incident response, based on existing playbook;

¢ Follow-up the ongoing analysis activities (Forensics or Reverse Engineering);
e Maintain and share incident documentation;

¢ Identify and inform affected stakeholders;

e Organize/participate onsite in cyber-crisis coordination meetings.

Profile of the candidate

e EU citizenship mandatory for security clearance purposes;

e MScin asubject linked to IT, IT security or an MBA in Computer Science;

e Minimum 5 years’ experience in the IT security domain, preferably as an IT security incident responder
or/and malware forensics analyst;

e Security certifications such as SANS GIAC Certified Incident Handler 5o4 (GCIH), GIAC Certified
Forensics Analyst 508 (GCFA) are a clear advantage;

e Good communication and document drafting skills in English or French (desired level C1);

e Deep hands-on experience in malware reverse engineering, handling malicious code incidents, as well
as systems (file and memory), and network forensics analysis.

What we offer you at itrust consulting
e Competitive working conditions and stimulating learning environment;
e Almost full-time involvement with one key customer, sporadic involvement on incidents of all other
itrust consulting customers;
¢ Aninternational environment and the opportunity to collaborate with like-minded security engineers
and experienced consultants;
e Theright place in Luxembourg for impactful work in information security and securing the infrastructure.

To apply, please send (in PDF format) your most recently obtained diploma and ratings for the last two
academic years, an updated CV and a letter of motivation to Marianne Guérin, info@itrust.lu.
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